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International approaches to organizing an internal control
system at an enterprise in the digital era

Abstract

The purpose of the study is to analyze the existing approaches to the organization of the internal control
system used to effectively support the activities of enterprises in foreign countries and determine its
influence and possible application in domestic practice. The study found that all elements of the internal
control system are closely interconnected and ensure the effective functioning of the enterprise, providing
management with reliable and impartial information on its status for management decisions. Thus,
international approaches to the organization of the internal control system at the enterprise are based on
the assessment of the control environment of the enterprise along with risk assessment and monitoring.
Approaches to the organization of internal control of some international companies specializing in
industrial engineering and the basic principles that guide them in the implementation of internal control are
identified. Among the areas of increasing the efficiency of the internal control system, the possibility of using
innovative technologies related to the introduction of cloud technologies, artificial intelligence, robotization
of automated processes, the use of drones or blockchains is highlighted. It has been revealed that most
companies abroad are focused on corporate risk management.

The study determined that the internal control system should cover and organize financial and management
accounting, strategic project management, operations, personnel, general management and should take
into account the goals and objectives of the company.

The authors found that the system of internal control in private companies differs in conditions of fierce
competition.
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Knioc 10. 1.

OOKTOP EKOHOMIYHUX HayK, Npodecop, kadenpa 06niky Ta OoNoaaTKyBaHHS,

CxigHoyKpaiHCbKM HaujioHanbHUM yHiBepcuTeT iM. B. Jansa, CesepogoHeLbk, YkpaiHa

IBueHko €. A.

JOKTOP EKOHOMIYHMX HAyK, AOLEHT, kadenpa ny6aiyHOro ynpaBniHHS, MEHEOXKMEHTY Ta MapKETUHTY,
CxigHOyKpaiHCbKMii HaLLiOHanbHW yHiBepcuTeT iM. B. Jansa, CeBepoaoHeLbk, YkpaiHa

IxxGonaina A. B.

acnipaHT, kadenpa obniky Ta 0onNoJaTKyBaHHS,

CxigHoyKpaiHCbKMN HaujioHanbHUM yHiBepcuTeT iM. B. Jansa, CesepogoHeLbk, YkpaiHa

IBueHko 1O. A.

acnipaHT, kadeapa nyonivyHOro ynpaeiHHS, MEHEAXMEHTY Ta MAPKETUHIY,

CxigHOYyKpaiHCbKMii HaLLioHanbHWI yHiBepcuTeT iM. B. Jansa, CeBepoaoHeLbk, YkpaiHa

MixxHapogHi niaxoan [0 opraHi3auii CMCTeMu BHYTPILLHbOIrO KOHTPOJIIO Ha NiANPUEMCTBI

B UuM¢ppoBy epy

AHoTauia. MeTolo NpoBeOeHOro OOCHIOXEHHSA € aHani3 iCHyl4YMX NigXo4iB OO0 OpraHisauii cuctemu
BHYTPILUHBOI O KOHTPOJIO, LLLO BUKOPUCTOBYIOTLCA NS eDEKTUBHOIO 3a6e3neYveHHs AistNbHOCTI NignpMeEMCTB
y 3apy0biXXHKMX KpaiHax Ta BU3HAYEHHS MOro BMIMBY Ta MOXJ/IMBOCTI 3aCTOCYBaAHHS Y BITYN3HSHIA NPAKTUL.
Mig yac pocnigXeHHs OyNno BCTAHOBJIEHO, WO BCi €N1eMEHTU CUCTEMWM BHYTPILLHBONO KOHTPOJIO TiCHO
B32aEMOMOB’A3aHi MiXX c06010 Ta 3abe3neyvyioTb edekTBHE (YHKLiIOHYBAHHA MNiANPUEMCTBA, HaAaw4m
KepiBHULTBY LOCTOBIPHY i HeynepexeHy iHdopmMaLito Npo NOro CTaH A1 NPUAHATTA yrpaBiiHCbKMX PiLLEHb.
TakuM YMHOM, MiIXXHApPOAOHi Niaxoay 0O OopraHi3auii CUCTEMU BHYTPILLHBOMO KOHTPOJIO Ha NignpueMCTBI
6a3yloTbCH Ha OLiHLI KOHTPOJIBHOrO CEPenoBMLLA PYHKLIOHYBAHHS NIANPUEMCTBA NOPSL 3 NPOBEAEHHSAM
OLLiHKM pM3KNKiB Ta 34iINCHEHHA MOHITOPUHIY. BnaHayeHo nigxoam Ao opraHisauii BHYTPILLHLOrO KOHTPOSIO
DEesKnX MixkHapOAHUX KOMMAHIN, WO CnewujianiaytoTbCsa Ha MPOMMUCIIOBOMY MaLLMHOOYAYyBaHHI.

Cepep HanpsamiB NiguLeHHS epeKTUBHOCTI CUCTEMU BHYTPILLHBLOIO KOHTPOJI0 BUOKPEMITIEHO MOXJIIUBICTb
BUKOPUCTAHHS iIHHOBALMHNX TEXHOJIOr N, WO NOB’A3aHO 3 BNPOBaAXEHHAM XMaPHUX TEXHOSONIN, LUTYYHOrO
iHTenekty, poboTm3auii aBTOMaTM30BaHUX MPOLIECIB, BUKOPUCTAHHAM OE3NiNIOTHUKIB YN ONIOKYEerHIB.
BusiBneHo, wo BinbLWicTe KOMNaHil 3a KOPAOHOM OPIEHTOBAHI HA KOpNopaTMBHE YNPaBAiHHA PU3MKaMU.
Kniouosi cnoBa: cuctema BHYTPILWHBOrO KOHTPOSO; YAPaBAiHHSA NiANPUEMCTBOM; €1IeMEHTU CUCTEMMU
BHYTPILUHBOIrO KOHTPOJIO; PU3NK-MEHEOXKMEHT; POOOTM30BaHI aBTOMaTNU30BaHi MPoLEeCH.

Kmoc 10. U.

DOKTOP 3KOHOMUYECKMX Hayk, Nnpodeccop, kadenpa yyeta 1 Hanoroob10XeHUs,

BOCTO4YHOYKpPaAMHCKUI HAUMOHaNbHbIM yHUBEpPCUTET uM. B. dang, CeBepoanoHeLk, YkpavHa

UBueHko E. A.

OOKTOP 3KOHOMUWYECKUX HAyK, AOLUEHT, kadpeapa nydanyHoro ynpaBneHnsl, MEHEOXKMEHTA U MAPKETUHIA,
BOCTOYHOYKPAMHCKUIA HAaUMOHaNbHLIN yHUBEPCUTET UM. Bnagnmnpa Oans, CeBeponoHeuk, YkpanHa
Mx6onpguna A. B.

acnupaHT, kadenpa yyeTta 1 Haloroob10XeHus,

BOCTO4YHOYKPANHCKUI HALMOHaNbHbIN yHUBEPCUTET M. Bnagnmunpa Oansa, CeBeponoHeuk, YkpanHa
UBueHko 0. A.

acnupaHT, kadenpa nyéanyHoro ynpasneHusl, MEHEOXKMEHTA U MAPKETUHIA,

BOCTOYHOYKpPaAUHCKUIN HALMOHasbHbLIN yHUBEpCUTeT nM. Bnagumupa dans,

CeepoaoHeuk, YkpanHa

MexayHapogHble noAxoAbl K OpraHM3auum CUCTEMbI BHYTPEHHEro KOHTPOJIS Ha nNpeanpusaTum

B undposou anoxe

AHHOTaumsa. Llenbio NpOBEOEHHOro MCCNefoBaHUS SIBASIETCA aHanm3 CyLLEeCTBYIOWMX MNOAXOAOB K
opraHm3auum CUCTEMbl BHYTPEHHErO KOHTPOAS, WUCNONb3yembix Ans 3ddekTMBHOro obecnevyeHns
DEeATeNnbHOCTU NpeanpuaTuii B 3apybexHbIX CTpaHax WM ornpeneneHve ero BAUSHUSA U BOSMOXHOCTU
NPUMEHEHNS B OTEYECTBEHHOW NpakTuKe. B xoae nccneposaHuns Obino yCTAHOBIEHO, YTO BCE 3/IEMEHTHI
CUCTEMbI BHYTPEHHErr0 KOHTPOJIS TECHO B3aMMOCBA3aHbl Mexay coboli n obecneyunsaloT apdekTnBHOE
DYHKUMOHMPOBAHWENPEANPUATUS, NPEOCTaBNAA PYKOBOACTBY JOCTOBEPHYIONOOBLEKTUBHYIO MHMOPMALLMIO
O ero COCTOSIHUM OJ11 MPUHSTUS YNPaBIEHYECKMX peLleHnii. Takum 06pa3om, MexayHapoaHble NOAXOoObl
K OpraHn3aumm CUCTEMbl BHYTPEHHETO KOHTPOMS Ha NpeanpuaTum 6a3vpyoTcs Ha OUEHKE KOHTPOJbHOWM
cpenbl QYHKUMOHUPOBaAHUS NPeanpuaTns Hapsigay C NpPOBEAEHUEM OLLEHKM PUCKOB W OCYLLECTBIEHUS
MOHUTOPUHra. OnpeaeneHsl N0AX0Abl K OpraHn3auyiv BHYTPEHHENO KOHTPOS HEKOTOPbLIX MEXAYHAPOAHbIX
KOMMaHUM, cneunanuanpyowmxcs Ha NPOMbILLIEHHOM MaLLUMHOCTPOEHNN.

Cpean HanpaBneHun noBbleHUs 3PDEKTUBHOCTU CUCTEMbI BHYTPEHHErO KOHTPONS BblOENEHbI
BO3MOXHOCTb MCMOJIb30BAHUS MHHOBALUMOHHbIX TEXHOMIOMMIA, CBA3AHHbLIX C WUCMOSIb30BAHMEM 0061a4HbIX
TEXHOMOIMMN,  UCKYCCTBEHHOrO  MHTENNekra, poboTu3aumm  aBTOMaTM3UPOBAHHBIX  MPOLECCOB,
NCNOSIb30BaHMEM DECMUNIOTHUKOB U BIOKYEAHOB. BbiSBNEHO, YTO BOMBLUMHCTBO KOMMNAHUI 3a pybexom
OPMEHTMPOBAHbI HA KOPNOPATUBHOE YNpPaB/ieHNE PUCKAMU.

KnioueBble cnoBa: cuctemMa BHYTPEHHEro KOHTPOJIS; yrpasieHue nNpeanpusatmeM; asieMeHTbl CUCTEMBI
BHYTPEHHENO KOHTPOJIS; PUCK-MEHEOXKMEHT; POOOTU3NPOBAHHbLIE aBTOMATU3NPOBAHHbLIE MPOLLECCHI.
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1. Introduction

The modern development of economic relations at both the macro and micro levels is aimed at
ensuring economic growth and improving the well-being of the population, which depends on the
successful operation of each individual economic entity. At the same time, in the current condi-
tions of growing competition, the effectiveness of the enterprise is affected by a large number of
internal and external hazards, so the issue of high-quality organization of the internal control sys-
tem has its relevance.

In the face of globalization changes, business owners are trying to maximize revenues and,
at the same time, take a worthy place among competitors. However, in this matter, the issue of
corporate internal governance belongs to an important place, which, unfortunately, requires im-
provement, primarily at the legislative level. In this regard, there are contradictions regarding the
relationship between minor and major owners of joint-stock companies. In Ukraine, the interests
of major owners are legally supported, while minor owners have practically no rights in relation to
the regulation or control of the company’s implementation of its activities for the adoption of ma-
nagement decisions on strategic development. At the same time, it is stated that in countries of
Western Europe or the United States, even one percent of the shares gives the shareholder much
broader ways of protecting their rights, and, accordingly, expands their influence on corporation
policy (Newman, 2020). At the same time, it should be noted that the rights of minor and major
shareholders are differentiated depending on the form of ownership of the company - a closed
joint-stock company (closely held corporation) or a private company. Of course, to develop com-
panies in the market of goods, products or services provided, it should be taken into account the
existing relationship between minor and major shareholders and form a control system that would
satisfy the interests of both as much as possible.

The very system of internal control in private and closed companies varies. The lack of control
in private companies does not allow them to compete effectively in the market because investors
must be sure that companies are reliable and able to operate in conditions of fierce competition.

Studies conducted in various foreign countries proved the importance of the application of
the internal control system at the enterprise and 70% of the total number of bankrupt compa-
nies in the United States was revealed due to the lack of an effective internal control system
(Mengmeng Luo, 2017).

2. Brief Literature Review

In foreign countries, special attention is paid to the organization of the internal control sys-
tem. All enterprises from small to large international corporations and consortia in making ma-
nagement decisions are guided by data that comes from the internal control system. At the same
time, it should be noted that scientific publications aimed at studying approaches to the orga-
nization of the internal control system are closely related to the issues of effective corporate go-
vernance. Among the foreign authors who study the problems of the formation and organiza-
tion of the internal control system, the following can be distinguished: Gad (2016), Brown Pott
and Wompener (2013), Oseifuah and Gyekye (2013), Lingyu Wang (2019), Chen Xiaofang (2011),
Kazazi, Ulubeyli and Evren Imre (2019), D. Olson, D. Wu Dash (2017), Mengmeng Luo (2017),
Essaides (2019) and any others.

The internal control system in the company should cover and help to properly organize and
control all the activities of the company. Thus, according to most authors, internal control is a
comprehensive activity in financial and management accounting, as well as in strategic manage-
ment of projects, operations, personnel and overall quality management.

Lakis and Giriunas (2012) stressed that the most important thing is that internal control should
not only cover all the company’s activities, but also take into account its goals, aims and tasks in
order to make its economic and commercial activities as efficient as possible.

In her research, Harrer (2008) emphasizes the formation of a high-quality internal control
strategy based on the implementation of sufficient risk assessment, the formation of an effective
information and communication program to ensure an increase in the company’s performance.
In addition, the author gives a special place in the formation of the internal control strategy of
small and medium-sized monitoring firms.

3. The purpose of this study is to analyze modern international approaches to the organiza-
tion of the internal control system.

Klius, Yu., lvchenko, Ye., Izhboldina, A., & lvchenko, Yu. / Economic Annals-XXI (2020), 185(9-10), 133-143

135



ECONOMIC ANNALS-XXI
ECONOMICS AND MANAGEMENT OF ENTERPRISES

4. Results

The organization of enterprises in foreign countries is carried out in different ways. This is pre-
ceded not only by the features of the macroeconomic development of the country, its position on
the foreign economic market, but also by general national traditions, mentality, level of educa-
tion, culture of the population, personal business strategy for the development of each separate
enterprise, etc.

Most enterprises have a defined strategy, plans and policies to ensure that they operate as
efficiently and productively as possible. These plans or operational activities are designed to
monitor the company’s assets, prevent fraud, minimize errors, confirm the accuracy and re-
liability of accounting data and facilitate the company’s effective operation, ensuring comp-
liance with established management practices. In practice, such measures can be combined
into one system, which is now defined as an internal control system. Such a system is used by
accountants and auditors to check the performance of the enterprise (corporation) by estab-
lished legislation.

In Ukraine, internal control was usually used to verify, evaluate and check accounting, financial
transactions, information and data, and to ensure the accuracy and reliability of financial state-
ments. However, current trends in the development of internal control are gaining development
using information technologies that provide more complete quality management.

An underdeveloped internal control system can have the most common consequences:

+ loss of assets and resources;

- unauthorized use of resources;

+ unintentional errors that lead to misrepresentation of information in the financial statements;

+ loss of consumer and customer trust and loss of market share;

+ inability to achieve your business goals;

* non-compliance with management decisions and enterprise management policies in general,
- failure to comply with regulatory requirements and rules for external inspections.

Internal control that is organized in enterprises should extend to administrative and opera-
ting systems. It is important to take into account that the goals of internal control systems are to
achieve: organizational goals; operational efficiency; compliance with general regulations; protec-
tion of enterprise assets from waste, fraud, abuse and unauthorized use of resources; accurate
and proper reporting and recording of income and data.

In 2002, the Sarbanes-Oxley Act (SOX) was passed in the United States, the main goal of which
was to restore investors’ confidence and ensure transparency in corporate accounting and finan-
cial reporting, companies that have or plan business relations with commercial partners and their
foreign divisions, whose securities are listed on the US open market. The law strictly indicates the
need for the introduction of internal control systems. When planning the internal control system
of the enterprise, it is worth relying on the generally accepted reliability model, which consists of
several stages (Figure 1).

According to the law, business managers must evaluate the internal control system, disclo-
sing all its significant shortcomings in the appendices to the financial statements and suggesting
measures to eliminate them.

The company’s internal control system should cover the following core processes and perform
the following tasks:

1) promote its effective and efficient functioning, allowing timely response to operational, finan-
cial and other risks to achieve the company’s goals, which also primarily provides for protecting
the company’s assets from misuse or loss and fraud, as well as ensuring identification and ma-
nagement of obligations;

2) contribute to ensuring the quality of internal and external reporting, which involves maintaining
appropriate records and monitoring processes that ensure timely provision of complete, relia-
ble information for making managerial decisions;

3) according to Stock (1999), it should be promoted in compliance with current legislation, as well
as internal business policies.

World practice shows that the application of the internal control system today is an objective
necessity, dictated by the desire of enterprises to increase investment attractiveness and the pos-
sibility of successful business on the international market.

Let us look at some approaches to organizing internal control in international corporations. For
example, the International Company Minebea Mitsumi, specializing in Mechanical Engineering
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Figure 1:
Stages of forming an internal control reliability model
Source: Moving Forward - A Guide to Improving Corporate Governance
Through Effective Internal Control by Deloitte & Touche (2003)

and industrial equipment, founded in Tokyo in 1951, has a fairly extensive and versatile internal
control system.

Practical experience in working and managing the company shows that such an internal con-
trol system ensures a high level of business management, strengthening corporate governance,
taking into account social support of the personnel.

A distinctive feature of Minebea Mitsumi’s internal control system is that management has ap-
proved a code of conduct to ensure the legality of their activities and fulfill their obligations to store
and manage financial information related to ensuring the company’s activities.

In addition, the Minebea Mitsumi group of companies has approved rules for risk management,
which, in addition to the general principles of risk management on the part of management, also
defines the specifics of organizing work to ensure internal control of individual risks that may arise
within the framework of individual operations. The results of internal audits are regularly repor-
ted by the Risk Management Committee to the Board of Directors for effective management de-
cisions.

Let us consider the quality of internal controls in advanced US industrial equipment companies.
Among such companies are the following (Table 1).

Fiat and Chrysler are some of the most prominent names in the automotive industry. FCA US,
LLC (in 2021, a future part of Stellantis company) employs 15,000 people. The company has 12 re-
search and development centers and 35 factories in different regions.

Naval Surface Warfare Center, Crane Div. specializes in naval prototypes, electronic systems
and special combat weapons. Its 123,000-square-foot facility is enough for its personnel numbe-
ring 5,000 military and civilian workers.

John Deere Waterloo Works is a major manufacturer of tractor transmissions, axles, gears,
OEM components, chassis parts and tractor assembly. With annual sales of USD 100 million and
4,200 employees, the Waterloo business is a major hub in the Midwest.

General Motors Global Propulsion Systems is actively investing in the development of 4, 6 and
8-cylinder gasoline and diesel engines. It has about 4,000 employees. Today, the company is
completing work on prototypes of automatic and mechanical transmissions for automotive, ma-
rine and industrial manufacturers.
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Table 1:
Advanced industrial equipment companies, in USD million (2019)
Place Name City Net revenues Cost of revenues

1 FCA US, LLC (in EUR million) Auburn Hills, Michigan 108,187 93,164
2 Naval Surface Warfare Center, Crane Div. Crane, Indiana 32,079 29,827
3 John Deere Waterloo Works Waterloo, Iowa 39,258 34,912
4 General Motors Global Propulsion Systems Pontiac, Michigan 37,800 35,500
5 Rolls-Royce Corp. Indianapolis 16,587 15,645
6 Lancer Corp. San Antonio 19,520 17,251
7 GE Power Electronics, Inc. Plano, Texas 20,510 18,630
8 Honda of America Mfg., Inc., Anna Engine PIt. | Anna, Ohio 18,230 15,420

Source: Compiled by the authors using information of Top 9 Industrial Machinery Manufacturers

in the US (2020); Fiat Chrysler Automobiles N. V. and Subsidiaries Consolidated Income Statement
(https://www.fcagroup.com/en-US/investors/financial_regulatory/key_financial _data/Pages/con-
solidated_income_statement.aspx); Department of the navy fiscal year (fy) 2019 budget estimates;
Global net sales and revenues of John Deere from 2001 to 2019; Analysts expect over 2019
decreasing revenue John Deere, quite high dividend; General Motors; Honda Of America Mfg., Inc.,
Anna Engine PIt.; Akhmetshin et al. (2018)

Rolls-Royce Corp. is engaged in the production of cars and a fully electric aircraft. The com-
pany has 4,000 employees working on gas turbine engines that serve the civil and defense aero-
space industries, as well as the marine and energy markets.

Lancer Corp, located in San Antonio (Texas), manufactures beverage spill equipment. Founded
more than 50 years ago, Lancer Company has grown to 3,858 employees. With sales of USD 125
million, Lancer is mainly engaged in international distribution. They were bought by Hoshizaki
Corp. in 2006 and are now a subsidiary of Hoshizaki.

GE Power Electronics, Inc. is a division of General Electric, specializing in manufacturing indus-
trial and utility steam turbines, as well as generators and batteries.

Honda of America Mfg., Inc., along with Anna Engine PIt. in Ohio, manufactures Honda auto-
mobile engines and employs 3,200 people. In the summer of 2019, Honda announced plans to in-
vest USD 15 million in the expansion of the plant, adding 74,374 square feet of production space.

The internal control system of the companies under consideration is primarily focused on the
study of performance indicators in comparison with previous years.

The activities of the internal control system of selected companies are aimed at forming stra-
tegic guidelines and meeting the needs of shareholders, ensuring stable growth in the value of
shares on the international market. In this aspect, the company independently chooses a specific
set of resources, behaviours, procedures and actions that are adapted to its specific activities and
the selected market segment. This selection makes it possible to:

- contribute to the monitoring of activities, the effectiveness of their implementation, the effec-
tive use of resources;
- enable the company to assess all significant operational, financial and compliance risks.

At the same time, more specifically, the system aims to provide:

a) compliance with legislative and regulatory acts;

b) execution of instructions and instructions provided by executive management or executive board;

c) proper functioning of the company’s internal processes, especially those related to the protec-
tion of its assets;

d) reliability of financial information.

It is also worth noting that an effective model for managing a flexible internal control system
includes:

1) determining the main parameters of cost centers and profit centers in time, and in the future,
their comparison;

2) analysis of each process of the model with the construction of a model of such a process;

3) creating business processes and mapping financial flows;

4) reorganization of the system of interaction between different organizational divisions of the
company as part of the adjustment of various processes during the current activity, if neces-
sary (Akhmetshin, 2018).

In international practice, several elements of the internal control system are distinguished:

- control environment, which is a formation of principles and standards of internal control of the
activities of a particular enterprise;
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- internal control procedures, a set of actions aimed at minimizing the risks that the company may
face;

- risk assessment-analysis of factors that create risks for the business and identification of tools
for their management;

- information and communication, which is timely provision of the company’s management with
the necessary information for making managerial decisions and implementing internal control;

* necessary monitoring of control methods (Al-Zwyalif, 2015).

These elements should work closely together to provide the company’s management with the
necessary timely and reliable information that helps them make managerial decisions in a con-
stantly changing external operating environment.

At the same time, the International ITOCHU Corporation uses an internal control system to-
gether with a corporate governance system in order to increase the transparency of the deci-
sion-making process and ensure the effective execution of operations, which includes monitoring
functions. Every year, the corporation’s internal control system is improved in order to enhance
the accuracy and efficiency of information. The internal control system of ITOCHU Corporation
is aimed at ensuring reliable financial statements, business performance, asset protection and
compliance with current legislation on the implementation of activities.

Speaking about corporate governance in international companies, special attention should be
paid to the interaction of the internal control system and the risk management system.

Risk management and internal control systems complement each other in controlling the com-
pany’s activities:

1. The risk management system is aimed at identifying and analyzing the main risks of the com-
pany. Risks exceeding acceptable levels established by the company shall be considered and,
as the case may be, subject to elaboration and subsequent preparation of a settlement action
plan. Most often, such plans relate to the adaptation of the organizational structure.

2. The internal control system relies on the risk management system to identify the main risks that
need to be controlled.

3. The risk management system should include controls that are part of the internal control system
and are aimed at ensuring the proper functioning of the risk management system.

Foreign enterprises (corporations) focus on corporate risk management (Olson, Wu Dash, 2017),
while domestic enterprises are more focused on traditional risks management (Table 2).

Olson and Wu Dash (2017) considered that foreign enterprises (corporations) focus on cor-
porate risk management, while domestic enterprises are more focused on traditional risks ma-
nagement (Table 2).

Reno De Medici Group’s internal control and risk management system refers to a set of proce-
dures, organizational structures and related measures aimed at ensuring, through an adequate
process of identification, measurement, management and monitoring of major risks, the right
company.

The main objectives of the internal control system of the Reno De Medici Group are to:

- ensure efficient and efficient implementation of the company’s activities;
- guarantee the reliability and accuracy of accounting and the safety of the company’s assets;
+ ensure compliance with the company’s external and internal regulations.
The main elements of Reno De Medici Group’s internal control system are:
+ separation of roles and functions in the execution of key operations;
+ continuous tracking of transactions;
+ management of decision-making processes based on the most objective criteria.

Table 2:
Characteristics of traditional and corporate risk management (2017)
Characteristics Traditional risk management model Corporate risk management model
Threat assessment each one is examined separately considered in the context of the overall business strategy
Risk identification separately in the total risk portfolio
Orientation on damp dipsticks on critical risks
Orientation risk reduction risk optimization
Limited evaluation defined by risk limits defined by the risk strategy
Subjectivity risks without owners defined risk responsibilities
Analysis and practical assessment | quantifying the risk of randomness monitoring and measurement
Approach to responsibility «My responsibility» «Everyone'’s responsibility»

Source: Olson and Wu Dash (2017)
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A certain system is implemented through procedures, organizational structures and controls
introduced by the Reno De Medici Group and the Group’s operating companies regarding the
most significant corporate processes in terms of risk.

The organization and functioning of the internal control system in the company is most often
based on the following key principles:

1. Integration - consists in informing the management of the appropriate level of management
about the identified significant violations of financial and economic activities with an analysis
of their causes, shortcomings and weak points of control, about corrective measures that have
either been taken or should be taken.

2. Continuity - consists in ongoing internal control at all levels of management, allowing the com-
pany to identify and analyze deviations in the internal control system in a timely manner and to
prevent them from occurring in the future.

3. Methodological unity - consists in the unity of requirements and approaches for all divisions of
the company.

4. Complexity - means that the control system operates at all levels and in all divisions of the
company, covers all objects of internal control and areas of activity of the company and, ac-
cordingly, all emerging risks.

5. Responsibility - means that all employees and management at all levels of the company are
responsible for the functioning of the internal control system within the limits of their authority.

6. Focus on risk management - internal control should be in close cooperation with the company’s
risk management system, which contributes to the timely and effective implementation of mea-
sures to influence risks. When conducting control procedures, both the magnitude and probabi-
lity of risks should be evaluated, as well as the degree of their impact on financial results.

7. Optimality - means that the volume and complexity of control procedures used in the company
are necessary and sufficient for effective risk management and achieving the set goals, which
means that the cost - economic effect ratio must be met. The costs of implementing and further
operating control procedures should not exceed the consequences of risk implementation, and
the total level of residual risk should correspond to the permissible amounts established by the
company.

8. Relevance and development - means that all documentation on the internal control system
(risk description, control results, etc.) should be updated in a timely manner and constantly im-
proved in order to improve the effectiveness of risk management. For the continuous develop-
ment of the internal control system, the company’s management must create certain condi-
tions, since itis necessary to solve new tasks that arise as a result of changes in internal and ex-
ternal operating conditions.

Especially relevant in the formation of an internal control system at an enterprise in foreign
countries is the issue of risk management. In modern conditions, this process should be compre-
hensive, systematic, aimed at ensuring the assessment of possible threats and identifying possi-
ble consequences of their action on the development of a particular enterprise.

The effectiveness of the enterprise control system depends on the ability of management to
ensure the quality of accounting information generated at the enterprise and its reliability.

We believe that every management decision made at the enterprise should have a high-quality
basis, which is formed precisely due to the presence of such information.

One of the goals of internal control is to ensure the reliability and integrity of accounting infor-
mation. Therefore, the quality of internal control can play a vital role in improving the quality of ac-
counting information, ensuring the safety of enterprise assets, reducing financial fraud and im-
proving risk prevention capabilities, effective use of material, labor and financial resources.

Technological progress affects how organizations work. While the focus on transformation is of-
ten given priority to customers over operations, companies begin to realize that in order to have
greater business resilience they must disrupt the organization (including internal control) compre-
hensively.

In modern conditions, companies are increasingly trying to adapt their strategies and business
models to the use of innovative technologies in terms of ensuring control. To ensure the reduction
of various types of loss risks internal control systems are increasingly used:

+ cloud technologies (for quick data analysis and identification of possible violations);
* robotization of automated processes (use of bots for processing certain business processes
and control with a high level of company activity);
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- artificial intelligence (to check values, their accuracy and consistency with other documents);

- unmanned (to check the quality and quantity of assets in hard-to-reach places, such as high
buildings or construction);

+ blockchains (distributed books of cryptographically protected transactions in the network of
supply chains, which reduce the risk of unauthorized changes in records).

The use of such innovations provides all stakeholders with high-quality information about the
company’s activities.

A study by the Hackett Group shows that financial executives are eager for intelligent automa-
tion to increase control while increasing their flexibility. Using tools, such as robotic process auto-
mation (RPA) and artificial intelligence analytics, they begin to automate compliance monitoring
and remediation actions. They also use machine learning solutions to identify suspicious activi-
ties, identify emerging checkpoints, and continuously learn from experience.

Essaides (2019) says that the expected growth in the introduction of intelligent tools for auto-
mating internal control systems is predicted over the next two years. At the same time, he adds
that the greatest impact of automated internal control systems will primarily affect the reduction
of the number of necessary controls and the reduction of testing time. Practical studies of the
introduction of elements of automated internal control systems have shown that the introduc-
tion of high-tech internal control tools can reduce production costs by 69%, and the number of
employees - by 62%. At the same time, we should note the possible savings on external audit
costs by 80%.

Speaking of large corporations or companies with many branches in different countries, such
as John Deere, General Motors Global, Honda, Rolls-Royce Corporation, the internal control ma-
nagement system makes extensive use of robotic process automation (RPA) software, which is
aimed at providing:

- control of operational processes performed by business units;

+ evaluation carried out by business units along with proper monitoring of suppliers;

- modern realities prove the importance of expanding the functions of internal control in private
campaigns, since it is the control of the environment of its functioning that ensures;

+ strengthening accountability across all organizations;

* reducing the risk of fraud;

+ improving processes and financial reporting;

+ more efficient operation of the board of directors.

Kloch and Little (2019) find that blockchain technologies for organizing internal control become
widespread, allowing company management to focus more on problems related to company se-
curity, manage existing risks, and then form a strategy for improving operations.

In order to facilitate the effective implementation of the internal control system based on
comprehensive risk management and the implementation of digitization tools, we propose the
following:

1. Continuous awareness-raising among managers in terms of risk management, which is possi-
ble by improving the risk management concept of the management team, conducting training
and trainings on advanced innovations in the organization of the internal control system. In ad-
dition, when developing appropriate internal control regulations at the enterprise, the respon-
sibility of the heads of individual departments should be clearly defined, as well as measures
should be taken to increase the responsibility of each individual employee to meet the require-
ments of internal control and promote the strong development of internal control.

2. Formation of a high-quality corporate culture, optimization of the internal control environ-
ment. A healthy corporate culture can have a positive impact on internal controls. Small and
medium-sized enterprises can create a comprehensive concept of risk management and in-
volve all personnel in the performance of control functions. Thus, the efficiency of the enter-
prise will increase, and the risks will decrease. The level of management decision-making will
be ensured by clear and timely information provided by improving the internal control environ-
ment throughout the enterprise.

3. Building a rational organization. The organizational structure should have clear authority and re-
sponsibility for the work of various units and posts, which can be achieved through a high-quality
incentive and deterrence mechanism, rules of democratic governance, a transparent decision-
making process, a clear and effective system for implementing decisions and tasks, and the re-
liability and effectiveness of the monitoring system. To ensure the effective implementation of
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the internal control mechanism, companies can establish a dedicated internal management
unit to carry out internal control responsibilities, which will guarantee smooth implementation of
internal control over functions.

4. Creating a reliable internal control system based on comprehensive risk management.

Firstly, by improving the overall risk management control system to help managers prevent cor-
porate financial and other risks.

Secondly, by installing an internal verification sound system. The need to create internal Deter-
rence Systems, which includes an internal audit system, a financial approval body, a signature
combination system, cost analysis and a financial accounting system.

Thirdly, by regulating the construction of the business process. Small and medium-sized ma-
nufacturing enterprises should sort all aspects of their business and use a unified process
specification to manage business processes using cutting-edge innovative technologies, RPA
software and blockchains.

5. Introduction to the use of modern innovative internal control tools that save time and resources
(labor, material, financial) for the implementation of internal control and risk assessment pro-
cedures and contribute to improving the efficiency of the company’s activities and stabilizing its
position in the market.

5. Conclusions

The results of the conducted research prove the need to organize and continuously improve the
internal control system at enterprises. The considered international approaches to the organiza-
tion of an internal control system are focused more on risk management and constant monitoring
of the market to identify potential threats to business, as well as the possibility of implementing in-
novative digital solutions in risk management and developing internal control through the use of
blockchains, robotization of automated processes, artificial intelligence or drones. Therefore, the
identified features made it possible to form a number of proposals for improving risk management
at enterprises as one of the elements of the internal control system.
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