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Economic analysis of data protection

in systems with complex architecture

using neural network methods
Abstract

Introduction. In the United States, Europe, and Asia, there have been spikes in cyber attacks on protected
and confidential information (including bank data, personal data, and confidential business information)
over the period 2000-2020.

Data protection in systems with complex architectures is a complex and non-trivial solution, which is suitable
for flexible self-tuning and self-learning tools, such as neural networks as state modern studies.

The described above state of things stipulates the importance and topicality of the direction of our research.
Our research raises the question about the economic study of the data but attempts to create a mathematical
apparatus to cause a loss of data in digital form, not made before.

The purpose of the study is to propose and test the calculation of the economic value of the data loss and
economic benefit from data protection with multi-level neural networks.

Results. Nowadays, almost every business that has access to the Internet has a threat of losing protected
data, including banking data. To prevent this, the company must comply with the data protection management
regulations. As an example, we studied the process of neural network reaction to an attack and its detection,
when two types of attacks are threatened: botnet and UDP flood. Due to the result of a quick response to
detect suspicious activity, neural network methods are excellent for use in economic analysis, because the
neural network logs every event for every millisecond.

Conclusions. As a result of using neural network tools for economic analysis of data protection in modern
systems with complex architecture, we were able to obtain stable results of responding to an emerging
attack in order to obtain protected data. Such protection is a preventive measure for the possibility of
reducing business losses in the event of data loss. As we can see, the management of protection of systems
with complex architecture is necessary for each company with the specified data level.
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EKOHOMIYHMIA aHaNi3 3aXUCTYy AaHUX Y CUCTEeMaX 3i CKNTagHOI0 apXiTeKTYpolo

MeToAaMU HEMPOHHUX MepeXx

AHoTauiqa

Bctyn. ExoHOMIYHA BapTICTb 3axX1CTy AaHNX, OCOBMMBO SKLWO PO3MSAATH CKNagHOCTPYKTYPHI 6aHKIBCbKi
M 3axuLleHi gaHi, HagmipHo Bucoka. OgHa 3i 3Hadvywmx atak 3a 2020 pik 6yna 3gjiicHeHa Ha lMowToBuMiA
BaHK AnoHii, 3 KNiEHTCbKMX paxyHkiB skoro 6ynu skpageHi 570000 gonapis CLUA. PenyTtauiiHi puaunkm 6aHKky
npopaxyeaTt Npu LLbOMY He BUOAETLCS MOXJIMBUM. 13 pOCTOM KiBGEP3/104MHHOCTI B CBiTi 3Ha4EHHS 6e3neku,
aKTyaslbHOCTi N CKNaAHOCTI BUKOPUCTAHHS 3aXULLEHUX OaHUX CTae Bce BiNblUMM i3 KOXHUM POKOM. 3a
2020 pik He Tinbky 6aHKK 3iTKHYNNCS 3 KiGEP3NOYMHHICTIO, ane TakoX i coujanbHi Mepexi (Twitter, Reddit),
Benuki komnaii (AT & T, Templatemonster), mepexesi pitennepu (Wallmart, Tesco) i dipmu B iHWKX chepax
NiaNPUEMHNLBKOT aKTUBHOCTI MO BCbOMY CBITY.

Y CLLA, €sponi Ta B kpaiHax Asii 3a nepiog 2000—-2019 pokiB BiA3HA4YaOTLCSA CMNAECKN KIDEPHETUYHNX aTak
Ha 3axulleHy W KoH®IAeHUiNHY iHdopMaLilo (3okpema baHKiBCbKi AaHi, 0coOUCTi AaHi, KoHdiaeHuUjliHa
BisHec-iHpopmalLlis).

3axmCT AaHnx y cUCTeMax 3i CKNIaAHOK apXiTEKTYPOIO € CKNaAHUM i HETPUBIANIbHUM PILLEHHAM, A4S IKOro
NigXoanTb FTHYYKMn CaMOHanaroaxXxyBanbHUN i CaMOHaBYaIbHUIM IHCTPYMEHTapPIN, KM | € HEMPOHHI MepeXxi,
LLO NiATBEPAXYETLCS B CyHaCHUX A0CHIAXKEHHSX.

CbOroHiCToiTh NUTAaHHSA MPO EKOHOMIYHE A0CHIOXKEHHS AaHMX, OAHAK Ccrpo6 AN CTBOPEHHSA MaTEMATUYHOIO
anapary, o A03BOSIE BUPa3uUTK BTPATU AaHnx y dpiHaHCOBIN ¢popMi, He pobunocs.

Merta pgocnigxeHHs1 nonsarae B Npono3uuii Ta anpobadji po3paxyHKy eKOHOMIYHOi BapTOCTi BTpaTu W
3ax1CTy JaHUX 32 OMNOMOroto 6aratopiBHEBUX HEMPOHHUX MEPEXK.

Pe3ynbraru. HUHI npakTU4YHO KOXeH Bi3HecC, k1l Mae Buxia B IHTEPHET, Mae 3arpo3y BTPaTu 3axXmLLEHNX
DaHWX, y TOMYy uyuchi i 6aHkiBCcbkmx. Ona 3anobiraHHA LbOMY B KOMMaHii MOBUHEH OOTPUMYBaTUCS
pernaMmeHT MeHeOXMEHTY 3axMUCTy AaHuX. AK npuknag My OOCNigXyBanu npouec peakuii HEMPOHHOT
Mepexi Ha kibepartaky Ta ii BUSBJIEHHS Npu 3arpo3i ABox Tunie artak: 60THeT i UDP ¢nyn. 3aBasikm
pes3ynbraty LBUAKOI peakLii BUSBNEHHSA MiA03pifioi aKTUBHOCTI METOAMN HEWPOHHUX MEpeX BiAMIHHO
nigxoaaThb ANS BUKOPUCTaHHSA B EKOHOMIYHOMY aHasisi, no3asik HempomMepexxa NPOTOKOIOE KOXHY MOAj0
3a KOXHY MinicekyHay.

BucHoBkun. Y pesynbraTi 3aCTOCYBaHHA iHCTPYMEHTIB HEMPOHHMX Mepex OJiIi €KOHOMIYHOro aHanisy
3axXMCTy JaHUX Yy Cy4aCHUX CMCTeMax 3i CKagHOK apXiTeKTYpPOo HaM BAANI0CH OTPMMATK CTiKi pe3ynstartu
pearyBaHHs Ha ataky 3 METOI0 OTPUMAHHS 3aXULLEHUX AaHUX. Takuil 3aXNCT € NPEBEHTUBHUM 3aX040M A/14
MOXJIMBOCTiI CKOpPO4YeHH$N 301TKiB Bi3Hecy nNpu BTpaTi AaHMX. 9K M1 6a4MMO, MEHEOKMEHT 3aXMUCTY CUCTEM
3i CKIaaHO apXiTEKTYPOIO € HEODXiAHUM AN KOXHOT KOMMaHii 3i Bka3aHMM PiBHEM OaHUX.

Knio4yoei cnoBa: 6e3neka iHbopMmalii; HEMPOHHA Mepexa; 3axUcCT OaHUX; €KOHOMIYHWI aHanis;
KibepaTTaka; Kibep3N0o4YNHHICTb.
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AHHOTaAUUA

BctynneHue. 3KOHOMMYeEckKasi CTOMMOCTb 3aluUTbl [aHHbIX, OCOOEHHO €ecnu paccmaTpuBaTb
CNTOXHOCTPYKTYPHble HaHKOBCKME U 3allMiUeHHble AaHHble, Ype3mMepHOo Bbicoka. OaHa N3 3HAYNUMBbIX
atak 3a 2020 rop, 6bina Ha Mo4YToBbLIN BaHK ANOHUN, C KITMEHTCKUX CYETOB KOTOPOro Obln yKpaaeHbl
570000 pmonnapoe CLLUA. PenytaumoHHble puUcku GaHka NpocyYUTaTb Npu 3TOM He npeacTaBnsieTcs
BO3MOXHbIM. C pOCTOM KnbepnpecTynHOCTU B MUpPe 3HadeHne 06e30MacHOCTU, aKTyaslbHOCTU U
CJTOXXHOCTU UCMOJIb30BaHNSA 3aLLMLLEHHbIX AAHHbIX CTAHOBUTCS BCe Ooblue ¢ KaxabiM rogom. 3a 2020
ron He ToNbkO OaHKM CTOJIKHYNMUCb C KMOepnpecTynHOCTbIO, HO TakxXe N counanbHble ceTn (Twitter,
Reddit), kpynHble komnaHum (AT&T, Templatemonster), cetesble putennepol (Wallmart, Tesco) n dmnpmel
B Apyrmx chepax npeanpuHMMaTenbCkom akTMBHOCTM NO BCEMY MUPY.

B CLUA, EBpone n B cTpaHax A3un 3a nepuon, 2000-2019 ronoB 0TMeYaloTCa BCMIECKU KNOEPHETUYECKUX
aTak Ha 3awuaemMyo 1 KOHOUAEHUMaNbHYIO MHOOPMALMIO (B YMCNE KOTOPOW GaHKOBCKUE OaHHbIE,
JINYHbIE JaHHble, KOHDUOeHUMaNbHas 6u3Hec-nHpopmaums).

3aluTa AaHHbIX B CUCTEMAX CO CNIOXHOM apXMTEKTYPOW SABASIETCS CNOXHbIM M HETPUBUASIbHLIM PELLEHMEM,
ONs1 KOTOPOro NOAXoAUT MMOKNIA caMoHaCcTpanBaloLLMACS U CaMOO0ByHaOLLMACA MHCTPYMEHTAPUIA, KAKUM U
SIBNSIIOTCS HEMPOHHbIE CETU, YTO NOATBEPXAAETCH B COBPEMEHHbIX MCCNEeA0BaHUSIX.

CerogHs nogHumaeTcss BOMPOC 00 SKOHOMWYECKOM WCCNEOOBaHUM [OAHHbIX, OOHAKO MOMbITOK A
Cc034aHua MatemMaTtnyeckoro annapara, N03BONSIOLWErO BbiPa3nTb NOTEPU AAHHbLIX B GUHAHCOBOW popMe,
He NpeanpUHNUManoCh.

Lenb nccnegoBaHusi 3akno4aeTcs B NpenjioxXeHn 1 anpobaummn pacyeta SKOHOMUYECKON CTOMMOCTU
NOTEPU U 3aLLNTbI AAHHbLIX C MOMOLLbIO MHOTOYPOBHEBLIX HEMPOHHbIX CETEN.

Pe3ynbrarbl. Ha TekyLnii nepuon BpeMeHu, NPakTUYeCcKn Kaxablh GBU3HeC, UMeloLLInI Bbixod, B IHTEPHET,
MMEEeT yrpo3y noTepu 3allMLLEHHbIX OAHHbIX, B TOM 4Yucne 1 6aHKOBCKUX. Jns npeaoTBpalleHns 3Toro
B KOMMaHUM O0/MKEH cobnoaaTbCa pernameHT MeHedXXMeHTa 3aluThbl AaHHbIX. B kavyecTtBe npumepa
Mbl MCCNeaooBany NPoLECcC peakumn HeMPOHHOM CeTU Ha kmbepaTaky 1 eé BbiSiBJIEHNE Npu yrpo3e ABYX
TMnoB atak: 6oTHeT 1 UDP dnya. Bnarogaps pesynstaty ObICTPON peakumm BbISIBIEHUS NOA03PUTENBHOMN
aKTUBHOCTWN METOAbI HEMPOHHbIX CETEN OTAINYHO NOOXOAAT AN MICNO/Ib30BaHUS B 9KOHOMNYECKOM aHanmsae,
Tak Kak HeMpoCeTb NPOTOKOSINPYET KaX40€e COObITUE 3a KaXKAYI0 MUIINCEKYHAY.

BbiBoabl. B pesynbrate NpUMEHEHUSI MHCTPYMEHTOB HEMPOHHBLIX CEeTen A1 3KOHOMUYECKOro aHanusa
3aLWMThl AAHHbBIX B COBPEMEHHbIX CUCTEMAX CO C/TIOXHOW apXUTEKTYPOI HaM yaanocChk NONyYnUTb YCTONYMBLIE
pe3ynbTaTbl pearMpoBaHUs Ha BO3HMKAIOLWLYIO aTtaky C LEesbio MOoNyYeHUsa 3alMLLeHHbIX JaHHbIX. Takad
3almTa ABNsieTcs NPeBeHTUBHOM Mepon Onst BO3MOXHOCTU COokpalleHus yObITKOB BuaHeca npu notepe
OaHHbIX. Kak Mbl BAOUM, MEHEAXXMEHT 3aLLNTbI CUCTEM CO CIIOXHOM apXNTEKTYPOWN ABNSIETCA HEOOXOANMbIM
09 KaXXA0M KOMMaHUM C yKasaHHbIM YPOBHEM OaHHbIX.

KnioueBble cnoBa: 6€30MacHOCTb MHPOPMaLIMK; HEMPOHHAsS CEeTb; 3aluuTa OaHHbIX; 3KOHOMUYECKUN
aHanus; kmbeparrtaka; KnbepnpecTynHOCTb.

1. Introduction

The economic cost of data protection, especially when considering complex banking and se-
cure data, is excessively high. One of the most significant attacks in the year 2020 was on the
Postal Bank of Japan, from whose client accounts USD 570 000 was stolen; the bank’s repu-
tational risks cannot be calculated. With the rise of cybercrime in the world, the security, rele-
vance and complexity of using secure data is becoming more relevant every year. In 2020, not
only banks faced cybercrime, but also social networks (Twitter, Reddit), large companies (AT&T,
Templatemonster), chain retailers (Wallmart, Tesco) and other areas of business activity around
the world.

Data protection in systems with complex architectures is a complex and non-trivial solu-
tion, which is suitable for flexible self-tuning and self-learning tools, such as neural networks
(Ucci et al., 2017; Souri et al., 2018; Sultana et al., 2019; Arief et al., 2015; Qiu et al., 2016;
McLeod et al., 2018; Algarni et al., 2016; Kafali et al., 2017; Sen et al., 2015; Ablon et al., 2016).

Our research raises the question about the economic study of the data but attempts to
create a mathematical apparatus to cause a loss of data in digital form, not made before
(Edwards et al., 2015; Abelson et al., 2015; Anderson et al., 2010; Romanosky et al., 2017;
Ruffle et al., 2014; Shu et al., 2017; Gordon et al., 2015; Biener et al., 2015).

2. Brief Literature Review

The combination of Al and certain technical systems equipped with actuators and sensors is
called «robot», which has long been widely used (Avigur-Eshel, 2018). The term «robot» has be-
come even more popular recently, which is also facilitated by the fact that in recent decades Ro-
botics has received huge development due to achievements in nano- and biotechnology, micro-
miniaturization of technical devices, in computer technology and programming, in Big data
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Processing (big data) and much more (Bawden et al., 2008). A particularly impressive boost to
robotics has been given by the fact that Al technologies have become much more efficient and
diverse in recent years, and, most importantly, by the fact that they have become economically
easily accessible (Campbell, 2012; Carr, 2016; Chang et al., 2018).

Almost all large technological corporations in all countries are actively developing or already
implementing «robots» designed for use in a wide variety of human activities related to both physi-
cal and intellectual actions or, in other words, related to the implementation of certain actions with
both material and non-material content of objects (de Bruijn et al., 2017). This perception of the
concept of «robot» is very important for the problems of the Internet of things, since it is robots
that allow you to perform various services and perform work due to the presence of various ac-
tuators (Fitzgerald, 2016). It is quite obvious that in the context of the use of IP technologies, ro-
botization becomes necessary for objectifying in the real world the results of the implementation
of certain cognitive functions by artificial intelligence (Hadjimatheou, 2019).

So, in order for the results of Al functioning to be used (consumed) by humans, it is necessary
to transform them with the help of robots into some objects that have a material or non-material
meaning (Shrouf et al., 2015).

Nevertheless, to this day, among a wide range of specialists and scientists, including lawyers,
the science fiction and Multimedia perception of robots still prevails. Therefore, back in Septem-
ber 2019, experts from the world of robotics and other fields of knowledge stated: We need to fi-
gure out how best to integrate robots into the social, legal and cultural framework of our society,
how to take into account the interests of people from different cultural traditions, who will not look
at our work with a wide range of assumptions, myths and stories behind them (Zhu et al., 2017).

3. Purpose
The purpose of the study is to propose and test the calculation of the economic value of the da-
ta loss and economic benefit from data protection with multi-level neural networks.

4. Methods

In our research we use methods of the theory of automatic control - management, optimiza-
tion, and object-oriented programming for data. The main provisions of the work are obtained on
the basis of reliable knowledge of applied mathematics with mathematically rigorous calculations.
The obtained theoretical results are confirmed by computational methods’ experiments.

5. Results

5.1. Composition of a Typical Attack for Obtaining Protected Information

Violations of the level of security in the use of electronic computing tools, telecommunications
systems and computer networks are divided into the following types:

- unauthorized access to the operation of automated systems, computer networks, databases;

- creation for the purpose of using, distributing or marketing malicious software products or tech-
nical means, as well as their distribution or sale;

+ unauthorized sale or distribution of restricted information stored in automated systems, com-
puter networks, or on such information carriers;

+ crimes committed by using a computer system as a means of achieving a criminal goal, etc.
Attacks are carried out by attackers to violate the privacy, integrity, or availability of holes

stored, processed, and distributed in its. Let’s take a closer look at some of these vulnerabi-
lity databases:

+ CVE-help and search engine for links and vulnerability designations. An important component
of the system is CVE identifiers - unique identifiers provided to each known information security
vulnerability. The system contains more than 98,000 records of individual vulnerabilities.

The main difference is that it is the most complete and systematic, so it is used as a basis for
determining whether vulnerability records match other databases. The main elements of the vul-
nerability record structure include:

1) status-this field can contain either The Entry Value (verified record) or the value (vulnerability
not yet tested);

2) phase - this field contains the value of the vulnerability development stage, as well as the date
of assignment of the specified stage. There can be the following values:
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 proposed - the vulnerability suggestion phase;
« interim - the intermediate phase of the vulnerability;
- modified - the vulnerability modification phase;
+ assigned - the vulnerability installation phase;
3) description - the field contains a description of the vulnerability;
4) links - this field contains links to other sources with a specific address of the internet resource

describing the vulnerability and source ID;

5) votes - the field contains the names of voting members who decided to enter the vulnerability
in the database;
6) comments - enter the name of the author of the comment and its text content.

The vulnerability record elements also contain the vulnerability type, name, and ID. The vul-
nerability name is in the format «CVE-YYYYNNNN>», where YYYY is the year of vulnerability disco-
very, and NNNN is its serial number.

The process of adding a vulnerability to the database consists of three steps:

1) processing - Analysis, Research, and the process of bringing vulnerabilities to the CVE format;
2) assignment - assigning a CVE identifier to a specific vulnerability record;
3) publication - create a new entry and publish it on the CVE internet resource as soon as the

CVE identifier is officially assigned.

The disadvantages of the CVE database include the lack of a mechanism for describing
whether vulnerabilities belong to specific products, as well as assigning metrics to vulnerabili-
ties and calculating the degree of danger.

The US National Vulnerability Database (NVD) is a repository of vulnerability data based on the
standards of the security content automation protocol. The NVD database combines a descrip-
tion of vulnerabilities, software names with these vulnerabilities, and vulnerability risk assess-
ments. As of 2020, the NVD Vulnerability Database had about 70,000 vulnerability records.

The structure of the vulnerability record in the NVD database is an extended form for presen-
ting a record in the CVE database, due to the presence of the following fields: configuration of
vulnerable products based on dependencies; list of vulnerable products; indicators that charac-
terize the vulnerability in the format of the «general vulnerability assessment system»; access
type for implementing the vulnerability. It was found that 82.77% of vulnerabilities belong to ap-
plications, 12.28% to operating systems, and 3.59% to hardware.

A distinctive feature of the NVD database is the use of Common Platform Enumeration, which is
one of the best product dictionaries among well-known analogues due to the large number of en-
tries and the unified format of software and hardware names. However, this format for presenting
product records has drawbacks, namely:

- ambiguity of values of different format fields;
- insufficient use of entries in this dictionary by the NVD database.

The OSVDB vulnerability database is designed for a community of security professionals. The
goal of the project is to provide accurate, detailed, up-to-date information about vulnerabilities for
security systems. This database contains more than 110,000 vulnerabilities.

The most common attacks are fragmented UDP Flood and Botnet attack.

Fragmented UDP Flood. This attack is carried out by fragmented UDP packets of small size,
for the analysis and compilation of which the platform has to allocate resources. Deep traffic
analysis systems also provide protection against this type of flood, discarding protocols that
are irrelevant for the client site or limiting them by Lane. For example, for websites, the working
protocols are HTTP and HTTPS. In this case, you can simply exclude or restrict irrelevant pro-
tocols by band.

Botnet attack. Attackers usually try to flood the victim’s lane with a large number of packets
or connections, overloading network equipment. Such large-scale attacks are carried out using
many compromised systems that are part of the botnet (Figure 1).

In this example (Figure 1), an attacker controls several «<zombie machines» to conduct attacks.
«Zombies» communicate with the main machine via a secure hidden channel, and control is often
carried out via IRC, P2P networks, and even via Twitter.

When performing this type of attack, the user does not need to hide the IP address of each
machine, and due to the large number of computers involved in the attack, such actions lead to
a significant load on the site. Moreover, attackers usually choose the most resource-intensive
requests.
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Figure 1:
Botnet attack
Source: Compiled by the authors

5.2. Information Security Model in the Complex Systems

The specification of the selected formal model that implements the basic concept of a mathe-
matical algorithm consists of two points. The first point of the model specification is to maintain a
new basic essence in the definition of an actor - a set of checks, which can determine the permis-
sible time limits for calculations and the time for forwarding messages, as well as provide additio-
nal opportunities for evaluating the correctness of the actor’s work. The second part of the spe-
cification includes introducing into the message forwarding control component of the computing
system the procedure for running a set of checks for an actor, which is performed after its main
functions are performed. It should be noted that the changes made do not affect the internal logic
of the mechanisms of functioning of the mathematical information protection algorithm. Formulas
of the research are collected in Table 1.

Let us take a closer look at the first part of the data specification.

Definition 1 (Actor, transition). Let Ube the set of all possible values (universe), and Formula 1
be the set of all finite sequencesin U.

For any nonempty set of states Z, the actor m— n with sending is called the set Formula 2 initial
state, Formula 3 transition relation.

An element with is called a transition. An element with A is called a check (assert). For any
transition (5), the correct entry is (6) in which the state ( ’) is called the precursor (successor)
ofthestate (' ), and s(s’)is the input (output) message. Then the set of actors m— nis defined
as Am— n, and the set of all actors is defined as Formula 7.

The introduction of a set of checks into the actor definition is the first part of the MA specifi-
cation, which provides the actor with the ability to check time and algorithmic conditions and con-
straints. To provide the necessary time analysis functionality, an incoming and outgoing message
s(s’) must contain information about the time it was sent and received, i.e. s = 5o , where s - origi-
nal message, ¢t S - tag (timestamp), - - composition ratio.

Next, we will consider the second part of the specification, which is related to the computing
system and defines the procedure for checking the set of asserts of a certain actor. A number of
definitions are pre-entered.

Definition 2 (events, signals). An event is an element of a set, where T'is the set of all labels,
and Vis the set of all values. A signal s Sis a set of events, where Sis the set of all subsets of E.
A tuple of Nsignals is denoted by V.

An empty signalis a no-event signal. A tuple of Nempty signals is denoted by A V.
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Table 1:

Formulas of Research
S =Ur (1)
< 0y, 2,T,A >, where oy € X (2)
A ={al...an}|ai = pi(s,s"),p(ss):Sm x Sn — {0,1},s € S,s' € S§,n € N. (3)
< 0y,2,7,A >, where gy € X (4)
(0,s,s',0")ET (5)
o2 _t) s a’ (6)
A =Umn€ NAm —n (7)
s = [sy,...,sy] € SV (8)
T(G)CET (9)
G={f:S"XT — S"™ X G} (10)
f My = f@vf (11)
asrt:S™ X T x S* x T — Sk (12)
A=Umn € NAn —n (13)
1. while (s # AN) {

N

dett = min (T (s)))

. while (s (z) # AY) {

a.letj = min{k € {1,2,...,N}: s, (v) # A}

b.leti € {1,2,...,M}:j € Ii (14)
let(s",f)) = fi (myi (s (1), 1)

W

e

d.let (s = as; (m; (s (0),s", 1,7

e. lets = s — Select; (s (1)) U Expand; (s') U Expand; (s'")

4.3}

M (OSlieper, char, teomp, 6T): N X N - U, where OSljeye (15)
char € Chars = {chary,...,char,},p € N (16)
tcomp N = {nq,..., i}k € N 17)
D (M, M) = M; —M,,wheredij = |uij — pu'| €D (18)
where pij € My,u' € M,,i,j € N (19)
NetCrits = {netCrit,,...,netCrit;},i € N. (20)
f =2 (wy; X d;;),where X;; d;; ij € {0,1} (21)
Q1 = MaXpercrics NetCrit_i, Dom ¢; = [0,1]. (22)
PlcCrits = {plcCrity,...,plcCrit;},j € N, (23)
where plcCrit; (teomp, 6T, t) = g; (7). (24)
ALE; = SLE; X ARO; = (AV X EF;) X ARO; (25)
ALE] = SLE; x ARO; = (AV; x EF{) x ARO; (26)

_ T Ibi(ALEu—ALE])
NPV(R,d) = Si_o ==

Source: Compiled by the authors

(27)
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Definition 3 (individual labels). Set (10) is called a set of individual labels in the IR signal.

Definition 4 (transmission function). The transfer function f takes a set of input events and
an individual label (time) and returns a set of output events and a new transfer function called
continuation, moreover. Set of all transfer functions (11) for m inputs and IR outputs, with (12)
forallt T.

Definition 5 (verification function). The validation function accepts sets of events and individual
labels (times) and returns a set of output events

Operational semantics are defined for the interaction of actors. Let there be signals, actors with
transmission functions f1,..., fn, empty sets of incoming messages /,,..., I, and output O,,..., O,
indexes, s S, - the set of events present, then the operational semantics are defined as follows
(formula (14) and below in Table 1):

The S signal represented in the loop definition on line 1 acts as a global message queue. The
main loop continues until all events are processed. The variable Tin line 2 reflects the current time.
Line 3 and the variable jdefines the index of the signal with the lowest rank, containing input events
at the time . Inline b, the variable i defines the index of the process receiving the S( ) signal as
one of the input signals.

5.3. Concepts of the Reference Model Functioning

The functioning of the reference model is based on two criteria. The first criterion reflects the
«correct» state (configuration) of the system. The second criterion simulates the «correct» opera-
tion of the system.

The ability to identify reference characteristics of the state and behaviour is due to the stability
of the configured (within a certain technological process) SCADA system and the high frequency
of traffic within its infrastructure, which is confirmed by the possibility of modelling data transmis-
sion channels (HMI-PLC) using its own finite deterministic Automata.

Thus, if there is information about the correct functioning of the periodic table in the past, it be-
comes possible to predict information about its correct functioning in the future. Different time
intervals allow you to compare information within the work of a particular operator (hour), shifts
(day), work schedule (month), seasonal changes (year), etc.

The criterion for the reference behaviour of the system is determined by the set of channels of
interaction between PLC and HMI and is set using finite automata of these channels. The criterion
for the reference state of the system is determined by two characteristics: the network state and
the equipment settings (PLC).

For each criterion, a private security function is defined that evaluates the level of its compro-
mise. The next step is to define a general security function that combines information received
from private security functions.

To build the model, we will use network, statistical and diagnostic data obtained using Netflow
protocols, as well as port mirroring methods. The complexity of constructing a reference model
is not high due to the use of the mathematical apparatus of Fuzzy Logic and depends only on the
number of elements of the network infrastructure. Setting up the model by an expert will consist
in determining thresholds for functions that reflect the degree of deviation of the values of real pa-
rameters from the expected ones.

Thus, if the function value exceeds the safe threshold, a suspicious incident (virus software im-
plementation) will be recorded in the model, and the management staff at the HMI station will be
informed about this.

The criterion for the reference («correct») state (configuration) of the system is determined by
a set of important system settings, parameters and properties characteristic of a properly func-
tioning and non-compromised SU. The structural elements of the criterion are: network status and
equipment settings (PLC).

To build a characteristic of the network State at the first stage, network activity matrices are
formed from network Statistics data, reflecting the picture of information exchange at different
levels of the OSI network model over a certain period of time. Matrices can contain information
about the interaction of certain components (network adjacency matrices), statistical informa-
tion about the total average amount of traffic transmitted, the time and period of interaction bet-
ween specified nodes. Formally, The Matrix data is defined as follows, namely formula 15 - the se-
lected level of the open systems model, formula 16 - the selected characteristic(the fact of inter-
action of network nodes, the average volume of traffic, etc.), twmp - the time point from which the
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construction of the matrix begins, T - the time period starting from Formula 17 - the final set of
network interaction elements at the OSI level (for example, MAC addresses for the channel layer or
a pair < IP address; port > for the transport layer), U - set of values of the network activity matrix
(can be set {0,1} for adjacency matrices or R for the average traffic volume ).

The column of this matrix corresponds to source nodes, and the row corresponds to destina-
tion nodes. The Matrix is square. To detect deviations in the work, two network activity matrices
are compared, one of which is a reference one. In this case, a difference matrix of the form (18) is
constructed.

If 7j network matrices have different dimensions (this fact usually means the appearance of a
new node or connection), the smaller matrix expands to a larger dimension, and the default values
are used as values (for example, 0 for adjacency matrices). Columns and rows of matrices should
be equally sorted.

Next, many functions will be defined-network status criteria (19)

Criteria (20), where ¢ - start of the reference measurementtime, T -reference measurement
interval, t - start of a real measurement, D - set of difference matrices, M - set of network activity
matrices, Dom netCrit, = [0.1].

Function £, calculates the network compromise criterion based on the information contained in
the network activity matrices (requires at least one matrix to calculate the criterion) with the con-
struction of difference matrices D. Specific criteria from the set of NetCrits can be as follows (21).

Difference in adjacency matrices at the channel, network, transport layer, and Modbus level,
taking into account the risk of deviations. In other words, formula 21 is an element of the diffe-
rence Matrix corresponding to a given network level, and w, [0,1]is the risk of this interaction
(Z,w,=1).

"The danger can be determined based on the classification of network elements by the degree
of trust and the direction of interaction (for example, from an untrusted node to a trusted one and
vice versa).

Query-Response matching at the Modbus level.

Matching the volume, time, and path tolerance (for example, to a PLC) of traffic. By combi-
ning the readings of various functions-network status criteria, the network surge function is
set (22) to build a characteristic of the state of equipment settings at the first stage, tables of
diagnostic data of controllers are formed.

Further, many criteria are formed from tabular data in the same way (23).

Comparable elements are vectors that contain information about controller parameters over
a certain period of time. Specific functions-criteria for compromising hardware settings relate to
the correct operation of the logic, configuration, RAM, and processor of controllers. An example is
the function for estimating the number of running processes on the controller g= 2 (w, » d.), where
w [0,1] - process fiexibility (OS, production, 2 d other), and ¢ {0,1} - difference in the vec-
tor for comparing running processes. The list of possible diagnostic data for analysis is deter-
mined by the capabilities of the equipment and protocols (for example, Diagnostic Subfunctions
for Modbus).

5.4. Economic Calculation of the Effect of using a Neural Network to Protect

Information

One of the few ways that can help determine the effect of the implementation of measures in
the field of information protection in complex systems is a monetary assessment of the damage
that can be caused to information resources, and which can be prevented as a result of the imple-
mentation of the proposed measures using neural networks. Thus, the expected damage preven-
ted will constitute the resulting economic effect or additional cash flow. With this approach, most
calculations can only be estimates and are approximate.

This is due to the fact that the activity of attackers, who are sources of threats to information
security, is almost unpredictable: it is impossible to reliably predict the attack strategies, the
qualifications of the attackers, their specific intentions and resources that will be used to com-
mit certain actions, as well as intentions in relation to stolen information. Accordingly, in order
to make all the necessary calculations, it is necessary to make a lot of assumptions and expert
assessments in the context of the activities of this particular enterprise, as well as, if possible, to
study statistical information concerning attacks on information resources similar to those pro-
tected.
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Thus, the economic evaluation of the effectiveness of measures to protect the information
system: an assessment of existing threats to information assets, which will affect the implemen-
tation of protective measures; assessment of the probability of each of the identified threats;
economic impact assessment of the implementation of threats. It can be defined as the product
of the total value of the protected information assets AV (Active Value) by the coefficient of their
destruction due to the violation of information security EF, (Exposure Factor). The number of in-
formation security violations for the year is Annual Rate of Occurrence (ARO) which is the esti-
mated frequency with which information security violations of the i-th type occur during the year.
The estimated value of the average annual loss is Annual Loss Expectation (ALE) which is the
total amount of losses from information security violations (implementation of risks) of the i-th
type during the year (24-25).

The immediate effect of the implementation of measures to improve the level of information se-
curity will be manifested in the fact that:

- the negative consequences of each implemented threat after the implementation of measures

(EF!) will be less than they were before their implementation: EF, > EF;

- the frequency of information security violations will decrease after the implementation of the

ARO,> ARO/ measures.

Asa result, ‘the reduced value of ALE'will be in (26).

Thus, the total annual effect from the implementation of the event will be defined as: Based
on this, the total cash flow from the implementation of the event is determined by the following
formula (27).

On the basis of these data, the total effect of the implementation of measures in the field of in-
formation security can be determined and it can be demonstrated how justified and appropriate
investments in certain information security tools are in the conditions of a particular enterprise,
taking into account all the features of its functioning. Although from a mathematical point of view,
all the calculations in the described framework model for estimating ROI are simple, determining
individual parameters can cause significant difficulties in practice. Conducting such calculations,
as well as conducting information security audits, may require the involvement of third-party con-
sultants, but the qualifications and professional specialization of such consultants may differ sig-
nificantly from the qualifications of consultants specializing, for example, in conducting audits and
implementing technical means of information protection.

6. Conclusion

Economic analysis of the security of information systems is quite rare in the scientific literature.
In this paper, we study the system of neural networks for information security, and we came to the
result of the system efficiency of 0.91.

The developed system has broad prospects for further development, as it is a component
modular product and does not impose restrictions on the number of modules for analyzing va-
rious security aspects of information systems. The main prospects for the development of the
system are: creating a module for assessing the trusted state after making changes, creating a
module for analyzing and evaluating operator actions.

The main areas of further research are as follows. First, itis necessary to conduct a study to iden-
tify the features of placing and implementing a tracking service for the permissibility of operator ac-
tions on the human-machine interface (HMI). Secondly, it is necessary to conduct research on the
creation of a generalized method for constructing a finite automaton of the PLC-HMI interaction
channel. Third, it is necessary to conduct research on the features of the system’s operation in con-
ditions of processing large amounts of data (the so-called Big Data).
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