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Digitalization: potential risks for civil society

Abstract. Transition to the digital economy involves the restructuring of industries, transport and agriculture
and gives new opportunities for work with Big Data and optimization the processes in the economy via
smart environments, cryptocurrencies and hybrid forms of interaction between human beings and artificial
intelligence. Such global transformations could not but cause a massive change in both consciousness at
the socio-anthropological level and traditional forms of management at the civilizational level.

Speaking about the civil society in the era of digitalization, it should be understood that this is, first of all, a
network society, and without understanding this type of society it is pointless to talk about new forms of civil
society. The network society was considered a well-studied object of research by the early 2000s, however
today the radical acceleration of ICT and other processes are connected with digital information-network
revolution involving artificial intelligence, the possibility of which was not even thought about 20 years ago.
Therefore, the main purpose of our paper is an attempt to conceptualize potential risks for civil society
connected with the development, testing and implementation of digital services and technologies in
the global economy. To achieve this, we used system and synergistic philosophical and methodological
approaches developed by the modern post-non-classical science and applied for self-developing systems.
To reveal the global trends in the economy and related social problems, we undertook comparative and
interdisciplinary analyses based on sources available.

Sociological, philosophicalandmethodologicalreflectionsaboutradicalchangesintheanthropotechnosphere
during the COVID-19 pandemic have revealed a number of serious problems that threaten the well-being of
civil society, such as the aggravation of economic inequality, the collapse of many small businesses due to
the quarantine and the introduction of remote forms of work, mass layoffs of qualified specialists, job cuts
including the area of intellectual work, transport and service, as well as a significant decrease in the income
of the population, decline in the quality of education, a sharp reduction in tourist flows, the ban on mass
demonstrations and gatherings, which is an integral basis of the life of civil society. Thus, during the period
of pandemic lockdowns, there is a significant change in the economic and socio-cultural environment of
modern civilization.

At the same time, the crisis situation provides means not only for the development of civil society, but also
for the maintenance of enforcing and regulating functions of the state, which can upset the harmonious
balance of interaction between society and any state (capitalist, socialist) or the global state of TNCs.

An analysis of the world economic development in the 215t century has revealed some signs of a systemic
crisis of civilization, along with the processes of digitalization as a catalyst for the shift of the paradigm
of civilizational development and a catalyst for civil movements. The most striking Umwelts («perceptual
environment») of civil society emerging in the digital realm are described in the paper.
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SOCIETY AND NEW TECHNOLOGIES

Aceeral. O.

0OKTOp ¢dinocodCcbknx Hayk, npodecop, kadeapa dinocodii Ta couionorii,

MNispeHHO-3axigHuii pepxaBHuii yHiBepcuteT, Kypcebk, Pocilicbka depepauis

BynaHoe B.T.

DOKTOp ¢dinocodCcbkux HayK, npodecop, kadeapa dinocodii Ta coujionorii,

MisoeHHO-3axigHuin gepxaBHuii yHiBepcuteT, Kypcebk, Pocilicbka denepadis

LUndposizauisa: MOXINBI pU3NKUN AN rPOMaasHCbKOIo CYCNifIbCTBA

AHoTauiq. lNpouec nepexony 00 UMPPOBOiI EKOHOMIKN TPMBAE OCTaHHI AeCATb POKIB Ha T/ PiHAHCOBO-
€KOHOMIYHOT Kp13K CBITOBOT LUMBiNi3aLii, WO Mae BiZHOWEHHA 00 3MiH, 9Ki MaloTb MiCLEe Y MPOMMUCIIOBOCTI,
Ha TPaHCMNOPTi Ta B Ciflb,CbKOMY FOCNOAAPCTBI. Y CBOIO Yepry ue Jae HOBI MOXIMBOCTI pob0TY 3 BEANKUMN
JaHMK BiHDOpMAaLLIMHUX TEXHONOTIAX, BeAe A0 ONTMMI3aLjii npouUeciB ynpaBniHHSA EKOHOMIKOIO Ta MPUAHATTS
pilLieHb, CTBOPIOE PO3YMHI CEPeaOBULLA Ta YMOXIIMBIIIOE MOSIBY KOUMTOBANIOT 1 FiGpmnaHux dopm B3aemMogji
NIOOMHN Ta WTYYHOro iHTenekTy. Hacnigkom Takmx rmobanbHuUx TpaHcdopMmalid ctana sk MacoBa 3MiHa
CBiIOMOCTI Ha coujanbHO-aHTPOMONONYHOMY PIiBHI, Tak i 3amMiHa TpaguuinHnx Gopm rocnoaaploBaHHS Ha
3arasibHOUMBINi3aUiiHOMY PiBHi.

loBOpSYM NPO rPOMaAAHCHKE CYCNiIbCTBO €NOXM LMdpPOoBi3aLii cnig po3ymiTu, WO Le, Nnepeaycim, MeEPEXEBE
cycninbCTBO, 6€3 PO3YMIHHSA SIKOFO HEMA€E CEeHCy PO3MipKOBYBaTW MPO HOBI GOPMU rPOMaasiHCbKOro
cycninbctBa. KoHLenLis MepexeBoro CycrninbCTea ik 06’ KT AOCHiIAXEHHS BBaXKanacsa 40CTaTHLO BUBYEHOIO
we no noyarky 2000-x pokiB, OAHAK CbOrOAHI paaMkanbHe NPUCKOPEHHS iIHDOPMAaLiiHO-KOMYHIKaTUBHUX
Ta iHWKWX NPOoLECiB MNOB’A3aHi 3 UMPPOBOIO IHPOPMALINHO-MEPEXEBOIO PEBOJIIOLIEID 3a Y4acTi LUTYYHOro
IHTENeKTy, MPO MOXJIMBICTb BUHUKHEHHS IKOIO HABITb HE Nigo3ptosanu we 20 pokiB TOMy i ika KapANHaNbHO
TpaHCcHOPMYE TPAAULINHWIA YKNA4 HALLOro XUTTS.

[onoBHOIO METOK AaHoi cTaTTi € cnpoba KoHuenTyanisauii MOXINBUX PUCKIB ANs rPOMaAAHCBKOro
CyCniNbCTBa, NOB’A3aHMX 3 PO3P0OKOI0, anpodaLlielo Ta BNPOoBaAXKEHHSAM Y CBITOBY EKOHOMIKY LIMPPOBUX
CepBiCiB i TEXHONOriN, WO NiABULLYIOTL COLjiaNibHy PU3UKOMEHHICTb B YMOBaX KPU30BOIro MiHIMBOIO CBITY.
Onsa pocArHeHHs nocTtaBfieHOi MeTu B poOOTi BUKOPUCTAHO CUCTEMHO-CUHEpPreTudHnin ¢inocodcbKko-
METOLOJIONYHNIA Niaxia, po3po6AeHNI Y CyHaCHi NMOCTHEKNACUYHIM HayLi 1 3aCTOCOBYBaHUIN OJ11 CUCTEM,
AKMM BNaCTUBUA CaMOPO3BUTOK.

[ns BUCBITNEHHS 3arafibHOCBITOBUX TEHAEHLLiV B EKOHOMILL Ta NOB’A3aHMX 3 HElO coLlianbHUX Npobnem dyno
NPOBEAEHO NOPIBHANIbHUI Ta MXOUCUMMNNIHAPHMIA aHani3 POCINCbKNX Ta iIHO3EMHUX O)XEPEN, BUKTAOEHNX Y
BiAKPUTOMY A0CTYNi B Mepexi I[HTepHeT.

Y peaynbraTi aHanidy CBIiTOBOro eKOHOMIYHOIO PO3BUTKY Ha no4vaTky XXI ctonitTa Oynm noka3aHO O3HaKU
CUCTEMHOI UMBINI3aLiNHOI KPM3W, PO3MMAHYTO npouecu umdposidalii 9K karanidatopa, WO 3MiHI0E
napagmrmMu UMBINisauiiHOro po3BUTKY Ta akTMBaTopa MPOMAaAsHCbKUX PyXiB, a TakoX OnmMcaHo HanbinbLu
SICKPaBi yMBESIbTM FPOMaASHCbKOro CycniibCTBAa, Lo GOpPMYIOTbCS B UMM POBI peanbHOCTI.

Kniouogi cnoea: umdposisaLis; rpoMagaHCbKe CyCnifibCTBO; LMBINi3aljiiHa Kpn3a; NaH4EMIs; PUSUKN.

AceeBa l. A.

0OKTOp dnnocodpCckmx Hayk, npodeccop, kadpenpa Grunocodpum n Counonorm,

lOro-3anagHsbiii rocynapcTBeHHbIN yHuBepcuTeT, Kypck, Poccuiickas depepauus

BynaHoe B.T.

DOKTOp dUnocopCckmx Hayk, npodeccop, kadpeapa Gprunocodpum n coLnonorn,

lOro-3anaaHsbiii rocyaapcTBeHHbIN yHuBepcuTeT, Kypck, Poccuiickas ®enepauus

LUndpoensaumna: BO3SMOXHbIE PUCKU OJ1K FPaXKAaHCKOro o6wecTea

AHHOTaums. lNpouecc nepexona K UMdPOBO 3KOHOMUKE MPOUCXOOUT MocnefHne AecATb feT Ha GoHe
(bUHAHCOBO-3KOHOMUWYECKOIO KpU3nca MMpOBOWM LMBUAN3ALMUK, Kacawwerocs nepedopmMmartmpoBaHus
NPOMBILLUIIEHHOCTN, TPaHCNopTa U CeNbCKOro xo3ganctBa. B CBOWO oyepeap 3TO OTKPbIBAET HOBbIE
BO3MOXHOCTU O paboTbl ¢ OONbWIMMM AaHHBIMU B MHOOPMALMOHHBLIX TEXHOJIOMUSX, ONTUMU3NPYET
NPOLECCHI YNPaB/EHNS 3KOHOMUKOW U MPUHATUS PELLUEHUIA, CO3L4aeT YMHble cpenbl U CrnocobCcTByeT
NOSIBNIEHUIO KPUNTOBAIOT U rTMBpmnaHbIX GOPM B3aMOAENCTBUA YETOBEKA U UCKYCCTBEHHOIO MHTENEKTA.
CnepgcteneM Takmx rnobanbHbiX TpaHCchOPMaUMi CTalo Kak MacCOBOE WM3MEHEHME CO3HaHUS Ha
COLMANbHO-aHTPOMONONMYECKOM YPOBHE, Tak 1 3aMeHa TPaAULMOHHbLIX GOPM XO3ANCTBOBAHMWS HA YPOBHE
00LLELMBNANIALMOHHOM.

[oBOpPS O rpaxaaHCKoM 0BbLWEeCcTBe anoxm uudpoBM3aumm, cnegyeT NOHUMaTb, YTO 3TO, MPEXAEe BCEro,
ceTeBoe 00LLEeCTBO, 6€3 MOHUMaHUSA KOTOPOro 6€CCMbICTIEHHO PaCCYXAaTb O HOBbIX POpPMaXx rpaXkAaHCKoro
obwectBa. CeTeBoe 0OLLECTBO CHMTANOCh AOCTAaTOYHO M3YYEHHBIM OOBEKTOM UCCNEAO0BaHMA K Hayany
2000-x roooB, 0gHaKo CerogHs paavkanbHOE YCKOpeHuMe MHGPOPMALVOHHO-KOMMYHUKATUBHBIX U UHBIX
MpoLECCOB CBSA3aHO C LMPPOBON MHPOPMALMOHHO-CETEBOMN PEBOJIIOLMEN C Y4aCTUEM UCKYCCTBEHHOIO
WMHTennekTa, 0 BO3MOXHOCTM KOTOPOW He nopo3pesanu ewé 20 net Hasan, M KoTopas KapauMHanbHO
TpaHCHOPMUPYET TPAANLMOHHbIV YKNAA, HALLEN XXNU3HN.

COOTBETCTBEHHO [TIABHOM LENbIo Hallen CTaTbu ABASETCS MOMbITKa KOHUENTyanmM3aumMm BO3MOXHbIX
PUCKOB A5 rpaXkAaHCKOro obLecTBa, CBA3aHHbIX C pa3paboTkon, anpobaunein n BHeaApeHNeM B MUPOBYHO
3KOHOMUKY LIMPPOBbLIX CEPBUCOB U TEXHONOMMIA, MNOBbILLAIOLLMX COLUUATBHYIO PUCKOMEHHOCTb B YCIIOBUSIX
KPU3MCHOIO U3MEHSIIOLLLErOCs Mmpa.
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nsa noctuxeHnsa NocTaBeHHON Lenn B paboTe NCMNOJIb30BaH CUCTEMHO-CUHEepreTu4eckmnin unocodcko-
MEeTO0/I0rMYECKNIA Noaxod, pa3padoTaHHbI B COBPEMEHHOM MOCTHEKTIACCUYECKOM HayKe 1 MPUMeHsAeMbIi
B OTHOLLEHNM CaMOPa3BMNBAIOLLINXCS CUCTEM.

Ons packpbiTis 0OLWEMUNPOBLIX TEHOEHLNI B 3KOHOMWKE M CBSI3aHHbIX C HUMWU COLMasbHbIX Npobsiem
NPEeanPUHAT CPaBHUTENbHbIA 1 MEXOUCUNMANHAPHbLINA aHanmM3 POCCUNCKUX N MHOCTPaHHbIX MCTOYHMKOB,
BbIJIOXXEHHbIX B OTKPbLITOM AOCTYyMne B ceTn IHTepHeT.

B pe3ynbrare aHan1M3a MMpoOBOro 3KOHOMMYECKOro pa3BuTus B Hadasne XXI Beka Obiny nokasaHbl NPU3HaKM
CUCTEMHOIO UMBUIN3ALMOHHOIO KpM3nca, pacCMOTPEHbI Npouecchl umMdpoBM3auUmnm Kak karanamsaropa
CMEHbI NapaanrMbl LMBUAN3ALUMOHHOIO Pa3BMUTUS U aKTUBATOPa MPadKAaHCKUX OBUXXEHW, a Tak)Ke ONncaHbl
Hanbosee apkne yMBEeSbTbl (KU3HEHHbIE MUPbI) FPaXAaHCKOro oblecTsa, GopmMupyoLmecs B UMdppoBoi
peanbHOCTW.

KnioueBble cnoBa: undpoBmM3auus; rpaxgaHckoe OOLLECTBO; LUVBUAIN3ALMOHHBIA KPU3UC; NaHOEMUS;
pUCKMN.

1. Introduction

The process of transition to the digital economy has been ongoing for the past ten years amid
the financial and economic crisis of the world civilization involving restructuring of industries,
transport and agriculture, and giving new opportunities for work with Big Data and optimization
of processes in the economy due to decision-making, developing smart environments, cryp-
tocurrencies and hybrid forms of interaction between human beings and artificial intelligence.
Such global transformations could not but cause a massive change in both consciousness at the
socio-anthropological level, affecting all social strata, and traditional forms of management at
the civilizational level. In this article, we pay attention to the changes that have occurred in civil
society, defining this conceptin a broad sense, under the influence of new information and com-
munication technologies (Bakutina, 2015).

Speaking about the civil society in the era of digitalization, it should be understood that it
is, first of all, a network society, and without understanding this fact it is pointless to talk about
new forms of civil society. The network society was considered a well-studied object of re-
search by the early 2000s, which is reflected in the works by Manuel Castells (Castells, 2000;
Castells, 1999) and Michael Mann (Mann, 1996). There are also modern studies devoted to
the classification of networks and possibilities to build a network future. For example, works by
A. V. Oleskin (Oleskin, 2016). Today, the radical acceleration of information and communication
technologies and other processes are connected with the digital information and network revo-
lution involving artificial intelligence, the possibility of which was not even thought 20 years ago,
and which is transforming not only technological, but also the socio-cultural, political and an-
thropological modes of life (Arshinov & Budanov, 2020).

2. Brief Literature Review

The modern digital stage of the civilizational development draws attention of Russian and Wes-
tern philosophers, sociologists, economists and political scientists, because it radically changes
the entire system of relations in society. This paper is devoted to an extremely topical scienti-
fic issue - the impact of digital technologies, in particular the Internet, on civil society, which is
of great interest for us. The analysis of numerous sources reveals a permanent process of trans-
formation of civil society, its main forms and institutions, described by Plato and Aristotle in an-
tiquity and interesting for Machiavelli, Hobbes, Locke, Montesquieu, Rousseau, Kant, Hegel and
Marx in modern times. The analysis of the features of organization and functioning of civil society
in the modern era of new information technologies is provided in the works by M. Reznik (1998),
W. Whitlock (2008), G. Yadov (2004), V. Horos (1997), L. Romanenko (1994), |. Fine (1997),
G. Cheema (2013), M. Simiti (2017) and others.

Among the works devoted to the diverging influence of the Internet and other ICT on civil so-
ciety, we can emphasize studies by M. Castells (2008; 2004) and M. Mann (1996) which have
already become classic, as well as works by modern authors such as E. Vartanova, (1999),
V. Buryak (2011), D. Ivanov (2000), Anheier (2014), Salamon and Anheier (1997), Jensen (2006),
Caiani and Kroéll (2015) and others.

The relation between civil society and the state, the experience of interaction, manipulating at-
tempts, motives and methods of social activity of citizens are reflected in the works by L. Vasilenko
and V. Zotov (2020), A. Gerasimov and K. Zhigaeva (2014), L. Kilimova (2018), A. Chugunov (2002),
G. Delanty (2003), D. Lathrop and L. Ruma (2010) and others.
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Up-to-date and reliable statistics of the global and Russian economies, the availability of infor-
mation and communication technologies, as well as the state of the global and Russian civil so-
ciety, can be found on public websites of Rosstat, the World Bank, McKinsey Global Institute, the
OECD, Data Insight, Statist, the Center for strategic social and socio-political research of ISPR of
the RAS, the Russian Federal State Statistics Service, HSE Statistical studies and others.

At the same time, despite the active research interest in this problem, the study of the trans-
formations and risks of civil society in the digital reality demands constant sociological, statis-
tical monitoring and socio-philosophical interpretation. This work is only a milestone of a large
research project.

3. Purpose

The purpose of the paper is to conceptualize potential risks for civil society connected with the
development, testing and introduction of digital services and technologies increasing social risko-
genics into the global economy amidst the changing crisis world.

4. Research Methodology

A philosophical and methodological approach in the post-non-classical science and system-
synergetic concepts for self-developing systems are used in the paper.

In order to reveal global trends in the economy and related social problems, a comparative and
interdisciplinary analysis of Russian and foreign sources published on the open Internet is con-
ducted.

5. Results

5.1. Analysis of the world economic development at the beginning

of the 215t century: Signs of a systemic civilizational crisis

Today, it is beyond argument that humanity has entered a series of permanent global crises,
ranging from environmental and economic to socio-cultural and anthropological, which became
clear during the Great Recession of 2008-2009. Considering even deeper reasons for what is hap-
pening, we can argue, as is shown below, that the basis of the global metacrisis is not so much
of the economic aspect, but rather the disregard of universal ethical norms in favour of pragma-
tic material interests and needs, and the uncontrolled development and use of the scientific and
technological potential of civilization and the resources of the planet (Soskin, 2019). In 2020, there
was an explosive growth in the use of digital technologies, primarily due to quarantine measures,
the remote work of the majority and remote education. The pandemic has necessitated digitaliza-
tion and almost destroyed many sectors of the economy and culture, such as air transportation,
tourism, sports and entertainment business, catering, etc.

More specifically, the form of civilizational transition is associated with the general high-tech
stage of socio-economic development: the transition to the VI technological paradigm by con-
verging NBICS technologies, global digitalization, the beginning of the 4™ industrial revolution and
the transition to a global network society. The digitalization of all areas of human life, including the
life of civil society, has become not only a catalyst for global crisis processes, but also the basis for
completely new principles for overcoming it.

It would seem that due to digitalization, the incomes of countries are to grow, and the econo-
my must strengthen. At least, the expert forecasts for 2015 were more than optimistic. The effect
of digitalization on the economy was estimated at 19-34% of total GDP growth by 2025 (Digital
McKinsey, 2015).

In reality, these expectations were seriously adjusted in 2020. Russian indices show a tremen-
dous drop in March-May 2020 (see Figure 1 and Figure 2).

Also, according to Rosstat, the index of the real income of the population in Russia in the Q1
and Q2 of 2020 was 8% (Federal State Statistics Service, 2020. p. 112). There are grounds for be-
lieving that we are dealing not with a national but with a systemic civilizational crisis which can’t be
solved by means of the old methods of burning «<bad» money in the fire of war. However, instead of
a large-scale war, the 2020 coronavirus pandemic became a factor similar in destructiveness for
the global economy. Indeed, in the long run, the crisis can be compared in scale only to the Great
Depression of the 1930s of the last century, when over three years the US GDP fell by 24%. In our
time, in 2020 alone, the losses of the eurozone are more than 8% of its GDP (Figure 3).
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According to the OECD, GDP of most of the world’s countries decreased in the 2" quarter of
2020 (which is not surprising because of the quarantine, the collapse of the service sector and
a decline in production), the total GDP of the G20 countries fell by 3.4%, and the GPD of the EU
countries fell by 11.9%. Nevertheless, China not only managed to maintain its GDP, but also to
even increase it by 11.5% (Figure 3).

Note that all these data and forecasts were published before 2020. This period can be called
the first regular stage of the development of digitalization. In 2020, the second, turbulent stage

began.

Figure 1:
Industrial production index in Russia in % to 2017 monthly average in 2017-2020
Source: Center for Strategic Social and Socio-Political Studies, ISPR of RAS

Figure 2:
Consumer price index and Industrial production prices of manufactured goods index at the
end of the month, in % to the previous month in Russia in 2017-2020
Source: Center for Strategic Social and Socio-Political Studies, ISPR of RAS
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Figure 3:
Change in GDP of some countries in the 2" quarter of 2020
Source: OECD (2020)

5.2. Digitalization processes as a catalyst for changing the paradigm

of civilizational development and a catalyst for civil movements

Digitalization is an immanent feature of the modern world. This fact is eloquently witnessed in
the Digital 2020: Global digital overview:

« The number of Internet users in the world increased to 4.54 billion, which is 7% more than du-
ring the previous year (+298 million new users as compared to the data for January 2019).

+ In January 2020, there were 3.80 billion users of social networks in the world, the number of
the social media users increased by 9% as compared to 2019 (this is 321 million new users
over the year).

- Today, more than 5.19 billion people use mobile phones - an increase of 124 million (2.4%) over
the past year.

+ At the same time, the number of social network users in Russia at the beginning of 2020 was
70 million users, which is 48% of the total population of the country. The figure has not changed
over the year (Figure 4).

Digitalization was conceived as a new mega-format of civilization, and the benefits of its imple-
mentation were painted in rosy colors. The related benefits were mostly seen as positive benefits,
both economic and social (Figure 5).

Figure 4:
The use of digital technologies by the world’s population in 2020
Source: Digital 2020 Global Report
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Figure 5:
Effects of digitalization
Source: World Bank; McKinsey Global Institute (2020)

On the other hand, digitalization has shuffled all the strata of modern society, significantly
changing personal, cultural, political, economic relations and established lifestyles, exacerbating
old and posing new problems. However, the new challenges to humankind are not so much in the
process of digitalization itself, but rather in its current type, based on such management principles
as formal rationality, pragmatism and mercantilism, the type that ignores the lifeworlds of people
(Kravchenko, 2019, p. 138). A new model of civilization is being formed, in which the familiar phy-
sical reality and virtual worlds created by information and communication technologies are inter-
twined and combined.

The process of transition to the digital economy has been going on permanently for the last
ten years against the background of the financial and economic crisis of the world civilization,
which affected industry, transport, agriculture and services. Such global modifications could not
but cause a massive change in consciousness at the socio-anthropological level and traditional
forms of management at the general civilizational level.

Digital technologies open up new opportunities for working with Big Data and can help to opti-
mize processes in the economy and decision-making, facilitate document flow and personal iden-
tification. There is a growing social movement around the world that calls for open and free ac-
cess to public data, and for involving as many citizens as possible in solving management prob-
lems (Lathrop & Ruma, 2010). Meanwhile, only in 2019, Roskomnadzor revealed massive non-
compliance with the existing legislation (80% of the results of inspections) in the field of personal
data storage, which led to adding greater punitive measures for this violation (the fine increased
to RUB 18 million).

Analyzing the risks caused by digitalization, it should be noted that they are based on the fol-
lowing curious statistics. As of 2020, 76.9% of Russian households had access to the Internet;
Internet connection is technically impossible for 1.7% of Russian households, and 16.3% are not
interested in Internet services (Sample federal statistical observation on the use of information
technologies and information and telecommunications networks by the population, 2020). Ac-
cording to the digital literacy monitoring data from the NAFI Research Center (National Agency for
Financial Studies), the Russian literacy index was 58 percentage points out of 100, which is a low
level of proficiency in digital literacy (Digital literacy of Russians: a 2020 study). The sub-indexes
include information literacy, communication literacy, digital content creation, digital security and
problem-solving skills in the digital environment.

Thus, it is obvious that citizens, business communities and government agencies are not
ready for high-quality interaction, even at the level of basic knowledge and skills of digital tech-
nologies (Vasilenko & Zotov, 2020). In this case, is it possible to talk about a developed «elec-
tronic democracy» or the use of an «active citizen» platform to solve socially significant prob-
lems? Will the voice of sociologists on the design of a new social contract between the state and
society be heard? Total, forced, but ill-conceived digitalization adds new problems and risks to
the already timid and rather small Russian civil society. According to the summary of the report
on the state of civil society in the Russian Federation, the share of employment of the economi-
cally active population in the nonprofit sector of Russia is 1.1%, compared with 10.2% in Israel,
5.8% inthe USA and 3.7% in Germany (Summary of the Report on the state of civil society in the
Russian Federation).

Civil society as a cultural and historical and socio-political phenomenon began to develop in
antiquity and has been transforming throughout all the centuries of the human history, striving in
the ideal case to the global civil society (Buryak, 2011).
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Civil society is a self-regulating organization of free, property-owning citizens, social groups
and individuals voluntarily united by interests; a mechanism that allows the entire society to
coexist with the state and protect human rights. (Aleksanyan, 2006, p. 57).

Boris DeWiel identifies three main components of the modern understanding of civil socie-
ty: autonomy from the state, interdependence with the state, ensured pluralism of values, ideals
and ways of life embodied in its institutions (DeWiel, 1997). Hence, there are several functional
problems that inevitably arise in the process of the development and existence of a modern ci-
vil society: 1) organization of effective mutual control between state agencies (bureaucracy) and
non-state communities of citizens; 2) a possibility to openly and freely declare, form and protect
values and rights of citizens; 3) necessity to use a huge resource of new information and com-
munication (network) technologies and practices to consolidate and manage the energy of ci-
vil communities. As a result, by solving these tasks, civil society mobilizes the most active indivi-
duals to strengthen social harmony, cooperation, justice and mutual assistance.

5.3. From the Industry 4.0 project to the idea of pandemic «Great Reset 2020>».
The pandemic is the instigator of the digital leap and the reason for violation of
civil rights and freedoms

Sociological, philosophical and methodological reflections about radical changes in the an-
thropotechnosphere during the COVID-19 pandemic have revealed a number of serious problems
that threaten the well-being of civil society, such as the aggravation of economic inequality, the
collapse of many small businesses due to the quarantine and the introduction of remote forms of
work, mass layoffs of qualified specialists, job cuts including the area of intellectual work, trans-
port and service, as well as a significant decrease in the income of the population, decline in the
quality of education due to the transition to remote education, restricted access to cultural values,
sporting and cultural events, a sharp reduction in tourist flows, the ban on mass demonstrations
and gatherings, which is an integral basis of the life of civil society. Thus, during the period of pan-
demic lockdowns, there is a significant change in the economic and socio-cultural environment of
modern civilization.

At the same time, the crisis situation provides means not only for the development of civil so-
ciety, but also for the maintenance of enforcing and regulating functions of the state, which can
upset the harmonious balance of interaction between society and any state (capitalist, socialist)
or the global state of TNCs. Let us take as an example the West Virginia Disorder Act, which came
into force in 2018, according to which the authorities are relieved of responsibility for the death
and injury of people during the dispersing of riots and illegal assemblies. The law was adopted
during a nationwide strike of West Virginia teachers, thousands of whom protested in February
2018 (US Protest Law Tracker). And this is not just an American trend. According to the authors
of the article «Civil Society at Risk? International Perspectives», in 2016 alone, 281 defenders of
human rights were killed in 22 countries. Citizens were arrested for peaceful protests in 68 coun-
tries and faced threats or attacks in 98 countries. The patterns are consistent: governments
adopt new laws that authorize mass surveillance, use of force, or implement stringent registra-
tion requirements for CSOs. (Civil Society at Risk? International Perspectives, p. 64).

So, within the framework of a consumer society and a capitalist mode of production, it is im-
possible to resolve the current crisis, which is understood by the world elites as well. In this re-
gard it is worth having a look at the report of the Club of Rome «Come on, capitalism!» (2018) or
the latest book by Klaus Schwab, a head and founder of the International Economic Forum in
Davos, and a managing partner of the Economic Barometer, journalist, economist Thierry Malle-
ret, «<COVID-19: Great reset» (Schwab & Malleret, 2020), which already offers a roadmap of medi-
cal and bureaucratic dictate under the conditions of the declared permanent pandemic and the
demolition of many civil rights and freedoms as a «new normal». On the other hand, the Chinese
practice of digitalization, which competes with Western practices, adopted a strict social rating
system at the beginning of 2021, which assumes total digital control and automatic deprival of
person’s civil rights, proportional to the degree of violation of the order of conduct. Thus, the way
out of the proposed situation is seemed to be not only through the development of civil self-or-
ganization, creativity and social responsibility, but also in further strengthening of the regimenta-
tion of citizens’ lives and infringement of their freedoms by the authorities.

The optimism is still declared. According to the information published in the UN report (2020)
entitled «World Economic Situation and Prospects», the world economy has shrank by 4.3%, which
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is over 2.5 times more than during the financial crisis of 2008-2009. However, according to Anto-
nio Guterres, the UN Secretary-General, in 2021, the world has a unique opportunity to move from
fragility to sustainability during its recovery from the COVID-19 pandemic, provided that govern-
ments, international organizations, the private sector and civil society work together. It is, among
other things, about preserving the stability of social and cultural systems. Guterres also men-
tioned his initiatives of the New Social Contract and the New Global Compact - they will create
equal opportunities for all while ensuring universal rights and freedoms (UN Secretary-General:
The world is in the deepest crisis for nearly a century and may split, 2021). It sounds very attrac-
tive, yet it is completely unclear how the excessive wealth and social inequality in the world will be
eliminated when 200 richest families own the largest corporations and 70% of the world’s wealth.
Following these ideas, in 2020 there was organized a new global alliance of the richest family of
Rothschild and the Vatican represented by Pope Francis, which declared the goal of creating an
economic system which is fair, trustworthy and able to solve the most serious problems facing hu-
manity and our planet, looking for ways to make capitalism a more inclusive tool for integral human
well-being (So-called inclusive capitalism is a joint project of the Rothschilds and the Pope, 2020).
In the concept of K. Schwab, who actively uses the concept of «inclusive capitalism», an early
prospect of eliminating nation states and transferring control to socially responsible TNCs is pro-
posed, however it is doubtful to claim that such companies really exist. Moreover, there arises an
issue of maintaining cultural identity which is cared about by nation states and the UN. Also there
is much concern about civil society control of new government agencies and expertocracy, the
subject of which is mysterious, since nobody elected them and nobody appointed them, etc. The
new global projects are more utopian and contradictory than constructive. In any case, civil socie-
ty should play a crucial role here, although there are no constructive pilot projects of the New So-
cial Contract yet.

According to the actor - network theory of B. Latour (Latour, 2014), the elements or actors of
the network can be not only people, but also objects of nature, technologies, significant events,
ideas, objects of semantic spaces of culture, and simultaneously a modern human being in four
perceptual environments, or Umwelts (in the terminology by Jakob von Uexkill (1894-1944)):
natural, technical, social, virtual, usual life-worlds. Yet, the difference is that today these worlds
are increasingly endowed with reasonable qualities due to the incorporation of artificial intelli-
gence in them. As a result, these perceptual environments are increasingly intellectualized, ani-
mated; they become intelligent environments and begin to possess subjectivity, which makes the
application of the actor - network model even more appropriate for analyzing semantic spaces of
social networks. Thus, the analysis of the semantics of networks allows the state to understand
the reality and receive feedback from society without surveying the population. Today, we can-
not say that the state does not know what is going on in people’s minds: social networks make
society transparent.

The development of civil society is impacted not only by social networks, but also by all the per-
ceptual environments of the digital environment. We will describe the main prospects and risks for
people in these environments, the understanding of which will allow representatives of civil society
to formulate their demands to the State correctly.

Natural net

Possible risks from a conflict with natural ecological networks have been known to man since
ancient times. These are symbiotic bacterial and viral infections, agricultural pests, to many of
which we have adapted or which we are able to defend ourselves from. However, in the context
of the global environmental crisis, environmental pollution and climate change, new biosphere
anomalies and epidemics appear; increased mutations and genome editing can lead to unpredic-
table catastrophes in the biosphere. Editing the human genome is also a poorly calculated inter-
vention in the processes of co-evolution of us and nature and changes in the population network
of Homo Sapiens. Thus, civil eco-movements, along with environmental objectives, should be fo-
cused on the protection of the authentic qualities of man as a biological species, and not just the
environment.

Technology net
In the context of the new digital Industrial revolution 4.0, when a robotically created product
is guided from the stages of exclusive design, manufacturing, operation, monitoring and online
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diagnostics to its disposal throughout the entire product life cycle, an intelligent technological
network of the Internet of Things and platform organization of production appears, in which a per-
son does not have to participate actively, but which will perform the optimal technological cycle of
the new digital economy. The main challenge here is the creation of robotic network industries and
the related service sector, which threatens with the prospect of unemployment of the population.
For some this is a leisure challenge, and for others this is the horror of unemployment. The prob-
lem still has no solution. Besides, the complexity of such complexes is fraught with large-scale di-
sasters of large network clusters and accidents are often unpredictable, realizing the Black Swan
effect, according to N. Taleb.

Social net

Social networks in the digital age have a substitute character in relation to direct human com-
munication and the imitation of a person by anthropomorphic Al intermediaries, which leads to
the loss of many socialization competencies. At the same time, it is possible to create new col-
lective network subjects of social life. There appear other grounds for social self-organization,
platformization and development of collective intelligence, creation of new economic forms of
cooperation - the so called gift economy and economy of sharing. Adverse effects that require
compensatory strategies and do not exist today include the high rate of communication network,
depriving human development and confirmation of logical and emotional competencies, distor-
tion of cognitive maps and empathic communication skills, elimination of processes of access to
implicit knowledge in learning, socialization and collective creativity, etc. In addition, there may be
elements of personality dissociation and problems of its multiple identity due to the introduction
of many functions of long-term memory in network services, such as search engines and Google
avatars, manipulation of social networks and our opinions with the help of chatbots, simultaneous
communication under many roles in different networks.

Virtual net

Networks of virtual worlds provided with Al are represented by knowledge bases of enormous
volume and work with hypertexts of super-search engines such as Google, Yandex, intelligent in-
terfaces and translators, avatars, touch sensors and virtual reality helmets, huge databases of
scientific and artistic information, texts and video sequences, chatbots and spywatre. It is the vir-
tual space where artificial intelligence is humanized (or dehumanized) brought up by deep lear-
ning technologies for neural networks on the arrays of knowledge culture previously extracted
from Big Data databases. There are artificial conglomerations of programs that create languages
of communication that are inaccessible to us, there are hybrid societies that create fundamen-
tally new legal problems in communication and economic activity, for example, questions about
the legal rights of drones-taxi drivers, etc. In the future, some people may move to virtual worlds,
which is typical for the interests of Generation Z which will develop rapidly in the virtual world,
while life in the physical reality becomes more complex and unattractive. The most interesting
prospects and challenges today are manifested in hybrid variants of interaction of these networks
with a person on the border of the virtual and the real, the so-called augmented reality which, for
example, is widely used in navigation tasks and training.

We see that the boundaries of the four Umwelts described above are far from impenetrable.
They can be connected not only through humans, but also directly, without humans, who are being
increasingly replaced in them by complex Al.

6. Conclusions

Networks are an additional, balancing and necessary form for hierarchies, for example, through
the public opinion or other forms of cultural universals legitimizing the hierarchy, although they are
more often spoken of as opposing rather than cooperating. Networks can co-evolve with the state
hierarchy, for example, in a positive (volunteer, innovative, educational, production and distribu-
tion networks, etc.) or a negative mode (criminal, drug dealing, terroristic, revolutionary, conspi-
racy networks, etc.).

Thus, we identify two poles of utopian scenarios of a possible future, associated with different
perspectives for the development of civil society in the digital environment.

A society of total control. Electronic networks in the first scenario are primarily used for to-
tal control of the population, and not for social self-organization and collective creativity, which
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is already implemented in China in a rather sophisticated form - not only control, but also social
ranking, promotion and punishment based on it. We see the same tendencies of total control and
strict regulation of civil society life under conditions of a permanent pandemic in the concept of
the Big Reset by K. Schwab. The COVID-19 pandemic has activated forms of total control of me-
dical and bureaucratic authorities. In this regard, one of the most important tasks of civil society,
in our opinion, is to defend human rights to privacy, protection of personal data and social exper-
tise of digitalization projects in the field of social communication and monitoring.

Digital Network civil society. In this scenario, a new form of creative social self-organization of
the population is implemented, the elimination of blatant property stratification, electronic democ-
racy and meritocracy, the digital economy in the mode of exclusive on-line planning, the econo-
my of gift and sharing, the promotion of innovation and creativity of each individual, the system of
nature-like waste-free production and technology. The strategy for the development of digital ci-
vilizational transformations should be combined with the network socio-humanitarian expertise of
scientific, technical and economic projects in order to preserve the values of civil society and the
development of socially conscious consumption in the transition to a new techno-economic pa-
radigm.

The socio-philosophical reflection presented in this paper about the opportunities and risks
that civil society is exposed to in the modern digital reality does not claim to be full and complete.
This problem is multidimensional and debatable, which only fuels scientific activity and requires
further research.
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