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Digital assets in accounting: the concept formation
and the further development trajectory

Abstract

Introduction. The transition to digital technologies stimulated the emergence of new accounting objects
in the form of digital assets whose features are problematic for being displayed in a rather tightly regulated
system of accounting and reporting standards. In the context of emerging new ways of using crypto assets
in business practice and increasing the volume of transactions with them, accounting has problems with
displaying digital assets in part of confirming their controllability, their assessment at various stages of the
life cycle, and identification of participants of cryptocurrency transactions. The paper deals with impact
of economy digitalization on accounting methodology in the context of the Industry 4.0, in particular, the
prospects for a separate display of digital assets in financial statements.

Purpose. This article is aimed at the systematic substantiation of the exclusive status of digital assets
as a fundamentally new accounting object in order to further develop, on this basis, the strategy for the
development of their accounting and displaying them in the companies’ reporting.

Methods. The paper contains a critical analysis of scientific publications devoted to the essence, status
and features of the digital assets’ use, as well as the formation of information about them in the accounting
and financial statements. The authors have carried out a bibliometric analysis of the frequency of use of
terminology in the field of digital assets with the help of special software (VOSviewer and Google Trends).
Results. The authors have developed a taxonomy of digital assets based on the use of distributed ledger
technology and cryptography. The paper also explores the issue of the differentiated application of existing
valuation bases for various types of digital assets. The article systemizes approaches to the deanonymization
of participants in transactions with crypto assets which are used to control their origin and the legal regime
of applying, for the purpose of rational organization and accounting of them.

Conclusions. Thereis a need to introduce a separate standard designed to regulate accounting and display
of digital assets in financial statements, in order to provide stakeholders with relevant information in the
process of making managerial and investment decisions.
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AHoTauiqa

Bctyn. MNepexig Ha undpoBi TeXHONOrIT CTUMYNOBaB NMosiBy HOBMX 06’eKTiB 06MiKy Yy BUMAAi LndpoBmx
aKTMBIB, creundidyHi 03HaKM AKUX NpobsemMaTuUyHO BigobpaxaTn B AOCUTb XOPCTKO pPerfiaMmeHTOBaHil
cucTeMi ctTaHaapTiB Oyxrantepcbkoro 06niky Ta 3BITHOCTI. B ymMoBax nosiBu HOBUX CNOCO0OIB BUKOPUCTaHHS
KPUNTOAKTUBIB Y OiNOBIN NpakTuui Ta 36iibLIeHHS 00CcsAriB onepawii 3 HUMK Byxrantepcbkuin 061Kk Mae
npo6nemMu 3 BinobpaxkeHHAM UMD POBUX aKTUBIB Y HACTUHI NiATBEPAKEHHS iX MiAKOHTPONBHOCTI, OLiHIOBAHHSA
Ha Pi3HMX eTanax iXHbOro XXMTTEBOIO LMKIY Ta iaeHTUdIKaL,i yHaCHMKIB onepawiin 3 KpUnToBaloTO0. Y CTaTTi
npoaHaniaoBaHo BMNB NpoLecy unMdpoBi3aLlii cCBiTOBOi EKOHOMIKM HA METOA0J10rit0 OyXranTepcbkoro 0oy
B YMOBax 4eTBEPTOI MPOMUCIOBOI PEBOJIOLL Ta BU3HAYEHO NEPCNeKkTUBN BiOKPEMIEHOIO BigoOpaxeHHS
UNPpPOBUX aKTMBIB Y PiHAHCOBIN 3BITHOCTI.

Mertoro cTarTi € CUCTEMHE OOrpyHTYBaHHS BMHSTKOBOIO CTaTyCy LMMPOBMX aKTUBIB SIK MPUHLMMOBO HOBOMO
006’ekTa 06Ky 3 pO3pPOOKOIO Ha Lijii OCHOBI CTpaTerii po3BUTKY iX 001Ky Ta BiZO0OpaXkeHHs y 3BITHOCTI KOMMaHIl.
Metoan gocnigxeHHs. Y ctatTi Oy/0 NpoBeOeHO KPUTUYHNI aHani3 HayKoBKUX nyOsikaLii, NpucBA4YeHnX
CYTHOCTI, CTaTycy Ta 0COBAMBOCTAM BUKOPUCTaHHS LMPPOBUX aKTUBIB, @ TaKoX pOpMYBaHHIO iHpopmaLii
NpPO HUX Y CUCTEMI Oyxrantepcbkoro 06Jiky Ta ¢iHAHCOBOI 3BIiTHOCTI. 3a AONOMOrOI0 ChneLianbHOro
nporpamHoro 3abeaneyeHHs (VOSviewer Ta Google Trends) 3aiiicHeEHO GiBGNIOMETPUYHMIA aHani3 4acToTun
BUKOPUCTAHHSA TePMIHONOriT y cdepi LMdppoBMX aKTUBIB.

Pesynbratn. P0O3pobneHO aBTOPCbKUIA Niaxia, A0 NoByooBM TakCOHOMIT LMOPOBUX aKTUBIB HA OCHOBI
3aCTOCyBaHHA TEXHOJOrii PO3MnoaineHoro peectpy Ta kpunrtorpadii. Takox y poOOTi BUBYEHO MUTAHHS
IndepeHLLNoBaHOMo 3aCTOCYBaHHS iCHYOUMX 633 OLHKN Pi3HMX BUAIB LMPPOBKMX akTMBiB. CMCTEMaTN30BaHO
nigxoam 40 AeaHOHIMI3aL|i y4aCHMKIB TPaH3aKLUin 3 KPUNTOAKTMBAMMU, L0 3aCTOCOBYIOTLCS A1 KOHTPOSIIO iX
NMOXOOKEHHS Ta NPaBOBOIro PEXNMY BUKOPUCTAHHS, 3 METOIO paLioHaNbHOI OpraHisadji Ta BefeHHs ix 00niky.
BucHoBkmn. B pesynstaTi NpoBeAeHOro AOCAIOXEHHS aBTOPU AWM BUCHOBKY MPO Te, WO Haspina
HeoOXiOHICTb 3anpPOBaAXEHHSA OKPEMOro CTaHAAPTYy, NMPU3HAYEHOrO AN PErynioBaHHS BeOeHHs 00niky
Ta BigoOpaxeHHsa uMppPOBMX aKTMBIB Y (DiHAHCOBIN 3BITHOCTI, 3 METOl 3abe3rnevYeHHs CTenkxosnaepis
penieBaHTHOIO iHDOPMaLIED Y NpoLEeCi MPUNHATTSA YyNPasBniHCbKNX Ta iIHBECTULLIMHUX PilleHb.

Kniouosi cnoBa: kpnnToakTUBW; KPUNTOBANOTA; LMGPOBI aKTUBU; HEKPUNTOAKTUBMU.
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KaHOuOaT 3KOHOMUYECKUX HayK, OOUeHT kadeapbl yyeTa n ayaura,
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Lndpoesie akTUBLI B GyXxrantepckom yyere:

dopmMmupoBaHme KOHLENLUUN N TPAEKTOPUS AasibHEALLEero pa3BuTus

AHHOTaUUA

Beenerue. MNepexon Ha LMPPOBbIE TEXHONOMMU CTUMYIMPOBAS NOSIBJIEHME HOBbIX OOBLEKTOB ydeTa B ¢popMe
LUMdPOBbLIX aKTMBOB, CNeLMdUYECKNE XapaKTEPUCTMKN KOTOPbIX MPOBIEMATMYHO OTPaXaTb B JOCTATOYHO XECTKO
pernaMmeHTMPOBaHHOM CUCTEME CTaHAAPTOB ByXrasiTepCKOro y4eTa u OTYETHOCTU. B yCnoBmsIX NOSIBNEHNSI HOBbIX
CNocob0B NCMOJIb30BaHNS KPUMTOAKTUBOB B AEI0BOM MPaKTUKE U YBENMYEHUSS OGBLEMOB OnepaLmii ¢ HUMM,
OyxranTepckuii y4eT CTaNkmBaeTcs ¢ npodaemamMmm 0TobpaxeHus UM POBbIX akTUBOB B HaCTM MOATBEPXKAEHMS X
NOAKOHTPOJIBHOCTU, OLLEHKM HA Pa3HbIX 3Tanax Ux XXM3HEHHOTO LKA U UAEHTUdUKaLMM yHaCTHUKOB OnepaLumi
C KpvnToBaslOTON. B cTarbe npoaHanvsnpoBaHO BAUsSHME npouecca umMdpoBmn3aumm MUPOBOA 3KOHOMUKU
Ha METOLO0JIOrMI0 ByXrasTepCKOro ydeta B YCIOBUSIX YETBEPTON MPOMBILLIIEHHOM PEBOJIIOLMM U ONPEaENEHbI
nepcnexkTBbl 060CO6IEHHOIO OTPAXKEHNS LNMPOBbLIX aKTUBOB B PUHAHCOBOM OTYETHOCTMU.

Lenbio cTarby 9BASETCS CUCTEMHOE OBOCHOBAHME UCKIOHYUTENBHOIO cTatyca UMGPOBLIX aKTUBOB Kak
NPUHUMNMaNbHO HOBOro obbekTa yyeTa ¢ pa3paboTkon Ha 3TOM OCHOBE CTpaTernm pasBuUTUS UX yHeTa m
OTPakXeHUS B OTYETHOCTM KOMMAHUIA.

Metoabl uccnegoBaHusi. B crtatbe Obll NPOBEAEH KPUTMYECKUA aHanmM3 HaydHblX nybnvkauuii,
MOCBSILLEHHbIX CYLJHOCTW, CTaTyCcy M OCOOEHHOCTAM MCMONb30BaHMA LMGOPOBLIX akTMBOB, a Takxke
dopMMPOBaHMIO MHDOPMALMM O HUX B CUCTEME OyxranTepckoro yyeta u (pUHAHCOBOW OTYETHOCTW.
C nomouwbio cneuuanbHOro nporpammHoro obecneyenus (VOSviewer u Google Trends) npoBegeH
BNBIMOMETPUYECKINT aHANN3 YaCTOTbl UCMOJIb30BAHNSA TEPMUHONIOTMN B chepe uMdpPOBbLIX aKTUBOB.
Pe3ynbrarel. Pa3dpaboTaH aBTOPCKUIM NOAX0A, K MOCTPOEHMIO TAKCOHOMMUN LM POBBLIX aKTUBOB HA OCHOBE
NPUMEHEHNS TEXHOMOMMN pacnpenesieHHoro peectpa M kpuntorpadun. Takxke B paboTe W3yyeHbl
BOMNpocCkl ANdPepeHLNPOBAHHOIO NPUMEHEHNS CYLLLECTBYIOLLMX 6A3 OLEHKN PasfiNyHbIX BUOOB LNGPPOBbLIX
akTMBoB. CucTemMaTn3npoOBaHbl NOAX0Abl K A€aHOHUMN3ALMM YHACTHUKOB TPaH3aKLUMIA C KPUNTOAKTUBaMK,
KOTOPble NPUMEHSIIOTCS A5 KOHTPOJIS UX MPOUCXOXAEHNSA 1 MPABOBOr0 PeXuma MCNnonb30BaHUs C LLeNbio
paunoHanbLHOM opraHn3aumn 1 BeAeHNs nx yyeTa.

BbiBoabl. B pe3ynbtate nNpOBEAEHHOro WCCNEeOOBaHUS aBTOPbl MPULLAX K BbIBOAY, 4TO Haspena
HeobX0AMMOCTb BBEAEHUS OTAENbHOrO0 CTaHdapTa, NpeaHasHavYeHHOro OJ1s peryinpoBaHus BeneHus
yyeTa 1 oTpaxeHus LMPpPOBbLIX aKTUBOB B GUHAHCOBOI OTYETHOCTH, C Liefblo 06ecneyeHnst CTENKXONOePOoB
peneBaHTHOM MHdOPMAaLLMen B NpoLecce NPUHATUS YyNpaBieHYeCKNX N MHBECTULMOHHBIX peLleHUN.
KnioyeBble cnoBa: KpMNTOaKTUBY; KPMNTOBANIOTA; LM POBbLIE aKTUBbLI; HEKPUMTOAKTUBBI.
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1. Introduction

High demand for accounting is explained by its ability to qualitatively meet the information needs
of various stakeholders and the permanent evolution of its system without cardinal changes in key
elements due to the universal nature of its methodology.

The driving forces in the first two industrial revolutions were innovations that qualitatively trans-
formed the tools of labour as a key factor in material production, while the concept and tools of ac-
counting focused on the reflection of physical capital. With the beginning of the third industrial re-
volution, it was human capital that was considered the main factor of development - as a holder of
knowledge and a generator of innovations. At that stage, for the first time, accounting faced a se-
rious problem associated with the need to recognize, to display and to evaluate such components
of intellectual capital that have not influenced yet the creation of added value by the company and
ensuring its competitive advantages. The accounting methodology turned out to be unable to fully
cover and reproduce with its traditional tools all the components of intellectual capital as a factor
of production, which distorts its role in the results achieved by the company.

The transition to digital technologies and the use of computer equipment intensified the deve-
lopment and integration of cyber-physical systems into material production and meeting human
needs. It also stimulated the emergence of unique technological phenomena, causing the emer-
gence of new accounting objects operating under the conditions of digital economy. Having failed
to solve the problem of recognizing and evaluating the intangibles of intellectual capital, accoun-
ting has taken on a challenge in the form of digital assets, whose nature and use are based on the
achievements of the fourth industrial revolution. Some features of digital assets are problematic
for being displayed in a rather tightly regulated system of accounting and reporting standards - a
decentralized nature of issuance and circulation, anonymity of owners, as well as the assessment
mechanism at various stages of the life cycle.

Insufficient flexibility and efficiency in solving the problems of accounting of digital assets cast
doubt on the ability of accounting to meet the requirements for displaying objective economic reality
in the conditions of the rotation of the importance of production factors and the revision of the sys-
tem of socio-economic relations. Therefore, a comprehensive analysis of the essence and features
of the use of digital assets to substantiate recommendations for their accounting will contribute to
the actualization of the possibilities of displaying new objects and, on this basis, to increase the in-
formation content of the reporting as a source of data for decision-making.

This study is aimed at the systematic substantiation of the exclusive status of digital assets as
a fundamentally new accounting object in order to further develop, on this basis, the strategy for
the development of their accounting and displaying them in the companies’ reporting.

2. Literature Review

The attitude of the humankind to digital assets is constantly changing. It leads to a revision
of their status as an economic category and an accounting object. During the period of about
thirty years, digital assets have trodden a path from being perceived as part of intangible assets
(Goldfinger, 1997; Moore, 1998) to being recognized as unique (Toygar, Rohm, & Zhu, 2013;
Kaal, 2020), which requires an individual approach to regulating their display in accounting and
reporting (Sterley, 2019; Yatsyk, & Shvets, 2020).

The cornerstone for the correct recognition of digital assets and their valuation in the accoun-
ting system is their classification, which has to systematize the variety of existing digital assets and
take into account the potential directions of their further emergence and use in the future. In this
context, the scientific work of M. Henderson and M. Raskin is of interest. The researchers came to
the conclusion that digital assets do not fit into the current regulatory framework and are related to
the spheres of life for which the regulatory framework has not been developed yet (Henderson &
Raskin, 2019).

Now, in the world, there is no common idea of the role and place of crypto assets as the most
demanded part of digital assets, around which a comprehensive strategy for their development
could be built (Huang, Yang, & Loo, 2020). Due to the lack of approved standards, professional
judgment is actively used to solve applied problems of reflecting crypto assets in financial state-
ments (Deloitte, 2018; EY, 2018). A specific feature of such works is the search in some types of
crypto assets for common characteristics with such groups of traditional assets as cash, stocks,
financial investments and intangible assets in order to subsequently apply the norms of the rele-
vant accounting and reporting standards to them and then to display them in the corresponding
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set of assets (Henderson & Raskin, 2019; Sixt & Himmer, 2019; Ankenbrand et al., 2020; Morozova
et al., 2020, Ozeran, & Gura, 2020). However, Druszcz and Prochaska (2021) distinguish two se-
parate types in crypto assets - cryptocurrencies and digital tokens. This split is based on the spe-
cific characteristics of these assets and the purpose of their use. In turn, Bernie et al. (2018) con-
sider cryptocurrency to be a new asset class and form a classification of cryptocurrency tokens
based on their functionality.

Due to the uncertainty around the final status of cryptocurrency, it remains the subject of nu-
merous scientific publications. Treating cryptocurrency as a hybrid that combines characteristics
of fiat currency and commodity, some researchers try not only to determine which of the above
prevails in it at the current stage, but also to predict prospects for its further use, taking into ac-
count the identified properties and trends (Baur, Hong, & Lee, 2018; Schaub & Phares, 2020).
A few years ago, Baur et al. (2018) found out, based on the results of the analysis of the statistical
properties of bitcoin, that it was uncorrelated with traditional asset classes and concluded that it
was used as a speculative investment, not as an alternative currency and a medium of exchange.
However, now we are talking about the fact that a specific country is going to recognize bitcoin as
alegal tender (BBC, 2021).

Due to the dynamic development and volatility of both the stock and the over-the-counter
cryptocurrency markets, the solution to the problems of its valuation comes down to recogni-
tion of the status of: a) a financial asset whose fair value is determined by the costs of its crea-
tion (Hayes, 2016), the market exchange rate or the price of the initial offering (Prochazka, 2018;
Garcia-Monleon, Danvila-del-Valle, & Lara, 2021); b) an intangible asset with an indefinite use-
ful life (Foy, 2019). At the same time, it is believed that the existing theories of value are not able
to systematically interpret the source of the value of cryptocurrency, and the rapid growth of the
bitcoin rate has actualized their search in such areas as the value system of the bitcoin communi-
ty and the sentiments prevailing in it (Pagnotta & Buraschi, 2018; Wingreen, 2020).

Despite the fact that now the regulators of financial systems do not recognize cryptocurrency
as a fiat currency, Prochaska (2018) highlights the cases when cryptocurrency should be accoun-
ted as a foreign currency, while a cryptocurrency purchased for investment purposes should have
afair value. Foy (2019) believes that cryptocurrency should be recorded in accounting as an intan-
gible asset with an indefinite useful life, but for tax purposes it should be treated as property. At the
same time, the researchers widely use IFRS to substantiate the proposed accounting models for
cryptocurrencies (Lapitkai & Leahovcenco, 2020; Subaciené & Kurauskiené, 2020; Durr, 2021).
However, they emphasize the importance of developing an individual standard to display the cha-
racteristics of crypto assets in accounting.

The anonymity of participants in cryptocurrency transactions is abused in order to launder cri-
minal proceeds, which poses additional risks in the areas of public security and finances, and the
concept of its regulation needs to be reviewed (Albrecht et al., 2019; Teichmann & Falker, 2020).
Although at this stage, cryptocurrencies are already considered rather pseudonymous than ano-
nymous (SunYin et al., 2019), but it does not remove the problem of tracking transactions with
them. And if a company starts using cryptocurrency in its activities, then, maintaining its ano-
nymous/pseudonymous status, it will automatically evade taxes on income from such operations
(Hazar, 2020). The regulation of accounting is centralized in nature and is characterized by high
requirements for confirming the reliability of data displayed in the company’s accounting system,
which is discordant with the key characteristics of the cryptocurrency and prevents its adequate
recognition in accounting.

Considering the above-mentioned, the purpose of the article is to substantiate the features of
digital assets which would be sufficient for them to acquire a status of a new accounting object as
a prerequisite for the further development of a separate standard, which will regulate their recog-
nition, assessment and reflection in financial reporting.

3. Materials and Methods

To achieve this purpose in the Article through the use of such general scientific research me-
thods as deduction, analogy and comparison, the author’s approach was formed and a taxo-
nomy of digital assets was developed. The systematization method was used to substantiate the
differentiated application of the existing valuation techniques to various types of digital assets,
as well as the tools for deanonymizing participants of transactions with crypto assets. The dy-
namics of the popularity of the use of the terminology applied to the objects in this study in the
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computer network and in the scientific environment was analysed with a Google Analytics appli-
cation and a VOSviewer program. The results obtained are displayed with a graphical method of
data presentation.

4. Results

4.1. The Meaning of Digital Assets

The use of information technologies leads to the emergence of a number of assets operating in
the digital environment and creates preconditions for assigning them into a separate group of ac-
counting objects. In the scientific literature and official documents, different categories, which are
synonymous by nature, are used to define them, namely, «virtual assets», «digital assets», «crypto
assets». Thus, the Financial Action Task Force on Money Laundering (FATF) proposes to understand
virtual assets as «... a digital representation of value that can be digitally traded and can be used for
payment or investment purposes» (Financial Action Task Force on Money Laundering, 2021). At the
same time, it does not include the digital representation of financial asserts. Furthermore, this do-
cument widely uses the term «digital assets» as a synonym for «virtual assets».

However, in the report of the International Organization of Securities Commissions (I0SCO)
the term «crypto-asset» is used. It refers to «... a type of a private asset that depends primarily
on cryptography and distributed ledger technology or similar technology as part of its perceived
or intrinsic value and may represent such an asset as currency, commodity or security, or be de-
rived from a commodity or security» (International Organization of Securities Commissions, 2020).
However, the comments indicate that there are opinions on replacing the term «crypto-assets»
with «virtual assets». They also note that the national legislation of individual countries (the USA,
Malaysia, Thailand) uses the term «digital assets».

The lack of a unified approach to the definition and classification of such assets hinders the for-
mation of regulatory and methodological support for their display in accounting and reporting.
Since their appearance and expansion is due to information technologies and the Internet, in order
to determine the degree of popularity of each of the above-mentioned terms the search queries of
Google users were analyzed for the 5-year period from February, 2017, when the first surge in the
value of bitcoin was recorded, and it attracted the attention of Internet users, to February, 2022.
A comparative analysis of the volume of search queries for the phrases «virtual asset*», «digital
asset*», «crypto asset*» was carried out using Google Trends. It shows how often a certain ca-
tegory is searched in relation to the total volume of search queries. The results of the analysis are
shown in Figure 1.

Figure 1:
The dynamics of the popularity of entries «digital assets», «crypto assets» and «virtual assets»
in the Google search engine from February, 2017 to February, 2022
Source: Data of Google Trends
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Data in Figure 1 shows that over the past five years, «digital assets» has been the most popu-
lar term in Google search queries, indicating a high level of its perception. It is also worth noting a
stable gap in relative popularity between «digital assets» vs. «virtual assets» and «crypto assets»
among Google users.

The term «digital assets» also prevails in scientific publications on economics and manage-
ment. It was found out as the result of the analysis of the use of the above-mentioned terminology
in 932 publications selected using search queries in the database of Web of Science Core Collec-
tion, for which two filters were used: the time period from 2008 to February, 2022 and the search
by keywords in the publications using the word combinations «digital asset*», «crypto asset*»,
«virtual asset*» and an OR operator. To produce a graph on the results of the linguistic analysis of
the texts of the selected articles, a shingle token filter of at least 5 mentions of these terms was
set. The results of the bibliometric analysis carried out with VOSviewer and the chronological as-
pect considered are shown in Figure 2.

According to the bibliometric map shown in Figure 2, the terminology of studies conducted in
this area indicates that most of them are associated with researching the essence of digital as-
sets, crypto assets, distributed ledger technologies (in particular, blockchain) in the business
information systems, cybersecurity problems and the introduction of technological innovations
in the financial sector, legislative and regulatory support for the circulation of crypto assets and
cryptocurrencies, etc. When interpreting the results obtained with VOSviewer, it should be noted
that the size of the circle indicates the frequency of use of the corresponding term, while the co-
lour shows the time of presentation of the publications. Since the program builds network con-
nections based on the publications containing the most similar shingles of keywords and classi-
fies them into the groups, then Figure 2 shows that in the sample from 2008 to February, 2022 the
terms «digital asset*», «crypto asset*» and «virtual asset*» were more actively studied in the pe-
riod from February, 2017 to February, 2022. Despite the fact that «digital assets» is the term used

Figure 2:
Bibliometric map on using the terms «digital assets», «virtual assets»
and «crypto assets» in scientific publications
Source: Produced by the authors with VOSviewer
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most often among the three studied, it is worth noting that the intensity of the use of «crypto as-
sets» tends to increase. In general, this is in line with the results of the analysis of Google search
queries shown in Figure 1.

Considering the things mentioned above, in our opinion, a special set of assets formed in the
process of digitalization of the economy and manifested in computer networks in digital form using
software and devices for automated data processing should be treated as digital assets. In addition
to meeting the main criteria for recognizing assets, which include the possibility of a reliable assess-
ment, the controllability of an object and the receipt of future economic benefits from their owner-
ship and/or using them, digital assets are characterized by a permanent digitalized form.

4.2. Taxonomy of Digital Assets

Obtaining economic benefits from the ownership of digital assets is due to observance of the
rights to their use, which, combined with the lack of a physical form, once became the reason for
their classification as intangible assets. However, in the conditions of a regular emergence of new
types of digital assets, areas of their application and methods of obtaining economic benefits and
the benefits from owning them, some prerequisites have been established for separating digi-
tal assets into a set of assets by the form of functioning. In this regard, an important applied task
of accounting is structuring of the classification (taxonomy) of digital assets as the basis for their
recognition and assessment.

In our opinion, cryptography methods and distributed ledger technology used for the reliability
of information protection when using such assets for commercial purposes, and the potential for
their transfer to tangible media allow us to distinguish two sets of digital assets with fundamentally
different essential features and characteristics - crypto assets and non-crypto assets.

The key role of cryptography and distributed ledger technology in defining crypto assets is
noted in the reports of such international organizations as the International Securities Commis-
sion, the Financial Stability Board, the European Organization for Securities and Markets, and
the European Banking Association. Due to the use of cryptographic methods, crypto assets are
characterized by confidentiality, authentication, data integrity and encryption, while distributed
ledger technology ensures the availability and transparency of data on transactions carried out
with them. It gives them the characteristics necessary for unhindered commercial use.

Under non-crypto assets, it is proposed to understand a part of digital assets created without
the use of cryptographic methods and which can be transferred to tangible media with their func-
tional purpose retained. They can be significant and valuable for the company, but there are ob-
jective risks of their commercial use associated with the lack of a mechanism of protecting the
rights to dispose of them.

Figure 3 shows the results of structuring the classification of digital assets on this basis for the
rational organization of accounting for the financial and economic activities of the companies.

The essence of the sets of crypto assets and non-crypto assets identified within the proposed
taxonomy of digital assets is presented in Table 1.

‘ Digital assets ‘
Level 1 |
Level 2 Crypto assets ‘ ‘ Non-crypto assets
v v v L1 N Electronic and digital Photos
—>
@ documents
> i} wn
21181l eg| g
Level 3 g £ g g —+ Uncertified securities ‘ R Spreadsheets
AIBRIE:
2 £ T g_ Audio, video ‘ —+ Animation ‘
S|l 2|l 5|l z
] ) a © —b{ Pictures and illustrations ‘ —>‘ Databases ‘
% Other non-cryptoassets ‘
Figure 3:

Taxonomy of digital assets
Source: Created by the authors
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Table 1:
The meaning of the individual constituents of crypto assets and non-crypto assets
Name | Meaning
Crypto assets
Cryptocurrency the owned asset of the blockchain network, which can be traded, used as a medium of exchange and

accumulation. It is based on cryptography and distributed ledger methods, served by a decentralized automatic
payment system, which provides anonymity of the counterparties

Smart contract

a type of a deal which is made independently between two counterparties in relation to transactions that are
presented on the Internet with a computer algorithm based on blockchain technology. The execution of terms
and conditions of the contract and irreversibility of the actions of the counterparties are controlled by an
automatically generated code, which allows avoiding control by a third party

Domain name

a symbolic name that is used to define a realm of administrative autonomy, authority or control within
the Internet.

Crypto token

an accounting unit designed to represent a digital balance of any asset. Crypto tokens are used to protect
confidential data and, from the point of view of technology, represent their non-confidential equivalent, which
has no independent meaning for external or internal use.

Types of crypto tokens: investment tokens act as digital securities; platform tokens are designed to be used for
the blockchain infrastructure to deliver decentralized programs for various purposes (servicing platforms for
games, digital collections, global advertising and marketplaces); utility tokens are integrated into the distributed
network protocol to access the services that are provided in it; payment tokens work as accounting units and
are exchanged for goods and services, however, unlike cryptocurrency, transactions with them can be carried
out on a centralized basis; mixed tokens combine the features of at least two tokens of different types, for
example, investment and utility tokens; non-replaceable tokens - unique tokens that represent such assets as
pieces of art, collectibles, real estate that are truly unique

Non-crypto assets

Electronic and
digital documents

information that is created, generated, sent, transmitted, received or stored with electronic means. At the same
time, digital documents are readable paperless documents that look the same both on the electronic device and
in a printed form, while electronic documents represent the data which after been sent or received become
available for automatic transferring from one computer system to another without human intervention

Uncertified
securities

an account in the electronic register of depository accounting of securities that confirms the ownership of the
security

Audio and video
content

electronic products containing both audio and visual components, for example, slide presentations, films, TV
programs, webcasts, video conferencing and live broadcast services

Pictures and

static images created electronically with graphic editors to interpret or visually explain a text, a concept or a

illustrations process. Designed for integration into such digital products as banners, magazines, books, educational
materials, video games, or films

Photos static images created electronically by recording light with an image sensor for artistic and recreational use,
filmmaking and video production, hobbies, and mass communication

Animation dynamic (animated) images created in electronic form using computer graphics and software. Used in video
games, filmmaking, television industry, user interfaces for visual effect

Spreadsheets computerized analogues of paper accounting tables for systematization, analysis and storage of data in tabular
form

Databases an ordered set of tabular-structured information or data which is stored and used electronically in a computer

system. Unlike spreadsheets, most databases are relational, i.e., data between tables is cross-referenced.
digital products and services that do not belong to any of the above groups of non-crypto assets (electronic
wallets, social media accounts, virtual environments, bonus points on electronic platforms, etc.)

Other non-crypto
assets

Source: Created by the authors

Tokenization is becoming an important direction in the development of the use of digital assets.
Due to it, virtual analogues of tangible and financial assets are created, which represent traditio-
nal assets in the digital environment and are secured directly by their value. In addition, in order
to reduce the volatility of the cryptocurrency rate and the risks of losing funds, they are pegged
to fiat currencies or gable goods (gold, oil), whose exchange rates are subject to smaller fluctua-
tions than the rates of typical cryptocurrencies. Therefore, there are all grounds to talk about the
formation of a specific set of secured digital assets, including crypto tokens. The most popular
among them are investment tokens and stablecoins - cryptocurrencies whose value is secured by
fiat money, commodities, other cryptocurrencies or a cryptocurrency portfolio. Pegging to tradi-
tional currencies or tangible assets is contrary to the decentralized nature of cryptocurrencies in
principle, so classic cryptocurrencies are unsecured digital assets.

4.3. Valuation of Digital Assets

The need to develop approaches to the monetary valuation of digital assets is a logical conti-
nuation of their separation into an independent group of accounting objects. Within its practi-
cal implementation in compliance with the Conceptual Framework for Financial Reporting, three
groups of asset and liability valuation models can be used: based on historical value, current value
and mixed models (International Accounting Standards Board, 2018). If the first group of models
focuses only on the costs incurred at the moment of gaining control over the asset, then fair value,
as the most common of all models of current value, focuses on the benefits that can be obtained
from the sale of an asset or its exchange in the market. So, the result of applying this model em-
bodies not the expectations of the enterprise for the use of the asset and obtaining future benefits
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from it, but the expectations of market participants, while the historical cost is a unique indicator
for each specific enterprise. Thus, the key difference between the application of historical and fair
value is determined by the company’s existing plans for assets in the future. Mixed models are
based on the principle of prudence and are aimed at a further evaluation of the object at the lowest
possible price (production cost, purchase price or fair value), and therefore its value will never be
higher than its original/initial value.

Since the results of valuation of assets for each of the models can vary greatly, then when
choosing a valuation method for a specific set of digital assets, an accountant should consider not
only their specific characteristics determining the possibility of applying a particular method, but
also the impact of consequences of this choice on financial reporting indicators. This primarily ap-
plies to secured digital assets due to their relation to traditional assets, and obtaining information
about the change in their value does not require any specific skills or efforts from the accountant.
Unlike the constituents of physical capital, digital assets cannot lose their value as a result of wear
and tear in the process of their use. In this regard, doubts arise about the expediency of applying
the basic accounting model of long-term assets to them. This model assumes a gradual transfer
of their value to the newly created product via amortization, except for cases when, like intangible
assets, a specific period of their use can be set. If there is a need to reflect digital assets with an
indefinite useful life as part of long-term assets, then for it one can use the approach practiced to
account such a capital asset as land.

The key to stable functioning and development of cryptocurrency platforms is the desire of
users to create new structural units (blocks) in the blockchain. Users’ reward consists of new cryp-
tocurrency units issued as a result of mining, forging (minting) and ICO (Initial Coin Offering), and
commissions for maintaining the network. In addition to the various possibilities of using crypto-
currencies, the reflection in the accounting of transactions with crypto assets requires the deve-
lopment of a specific mechanism for applying fair value valuation for the cryptocurrency acquired
by the company as a result of various processes of financial and economic activities (generation
with its own computing capacity; receiving it in exchange for products, goods or financial tools;
buying for fiat money; receiving in the form of commission fees for confirming transactions on the
network), as well as approaches to its revaluation.

The technological features of organizing and conducting operations in the decentralized sys-
tems like «bitcoin» cause the emergence of specific transaction costs. The order of their reflec-
tion in the accounting system should be differentiated taking into account the current intentions
of the enterprise in relation to the basic crypto asset and the relative assessment of the rationa-
lity of the reasons for the appearance and the validity of the amount of such costs. So, to validate
each transaction with a cryptocurrency within the distributed ledger technology, it is assumed to
be confirmed by miners who receive a commission fee for that. The size of the commission fee is
determined by the program automatically, but users can change its size on their own. At the same
time, miners are not obliged to confirm user transactions, and they can also refuse to confirm, de-
spite the fact that they have initially agreed to do that, due to the appearance of more attractive
operations.

As a result of the increased number of users and transactions with cryptocurrency, the load on
the networks has increased, while the processing time for transfers has slowed down. To speed
up the receipt of confirmation of transactions, users increase the size of the commission fee due
to which the order of processing of their transactions by miners can increase. However, if an un-
predictable surge in the activity of market participants of this cryptocurrency occurs at this mo-
ment, the increased commission fee will not achieve its goal, the user’s transaction will remain un-
confirmed, and the cryptocurrency will be temporarily blocked. As a result, the question may arise
about the justification of such additional costs for operations with digital assets from the stand-
point of the effectiveness of their management or their taxation.

Non-crypto assets become one more item of the objective inability of the accounting to re-
flect the elements of intellectual capital of the company and emphasize the absence of positive
changes in solving the problem of determining its components and the mechanism for their va-
luation. The intrinsic value inherent in such components of structural capital actively brings econo-
mic benefits to the company by attracting the attention of potential customers and enhancing
their interest in the digital environment with the extraordinary audio, video and visual effects of va-
rious electronic products, as well as using the content of databases and electronic spreadsheets.
However, the measurement of such a value and the procedure of its accounting when determining
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the financial result within the framework of the application of traditional accounting valuation mo-
dels has not been fully implemented yet.

4.4. Deanonymization of Participants in Cryptocurrency Transactions

The increased use of digital technologies by the companies to improve competitiveness, pro-
ductivity and efficiency lies not only in introducing conceptually new products, but also in adapting
traditional tools for using them in the digital environment. Thus, the era of anonymous transactions,
which began thanks to blockchain technology and its application for the transfer of cryptocurrency,
marks a practical embodiment of the desire for privacy in the possession and movement of funds,
which was secured only by cash. Unlike cash, the exclusive right of the nations to centrally issue itis
protected by law enforcement agencies, cryptocurrency is issued by users in a decentralized man-
ner with their own computing power, and its volume is usually limited algorithmically.

The downside of the lack of information about the owners of the cryptocurrency is the impos-
sibility of proving and/or restoring the right of ownership of the cryptocurrency in case of loss
and/or unauthorized acquisition of the private key. It casts doubts on controllability of the crypto-
currency, which is a key requirement for recognizing it as an asset in accounting, since the identi-
fication of the owner and the confirmation of their control over assets functioning in the digital en-
vironment only become impracticable.

Identification of owners of cryptocurrency assets is a key condition for the full-scale intro-
duction of taxation of income received from transactions with them. Since the information about
all transactions with cryptocurrencies is stored decentralized on the blockchain, it is possible to
track them. This system cannot be considered completely anonymous, but in its current form it
requires the tax authorities to analyse the entire chain of transactions to verify payers and to de-
termine the tax base for income received from cryptocurrency transactions. In order to conceal
the origin of money and the movement of cryptocurrency, anonymizers are used. They mix in-
put transactions at the same address making it unclear at the output where specific coins came
from. At the same time, thanks to the use of cryptocurrency to launder proceeds from crime,
the anonymity of participants dealing with its transactions has ceased to be a purely accounting
problem.

Now, there are some alternative methods used by law enforcement agencies in order to estab-
lish the identity of participants in cryptocurrency transactions. However, each of these approa-
ches has disadvantages that limit their application in certain circumstances. Therefore, the is-
sues of identifying persons who took part in the operations with cryptocurrency are generally re-
solved situationally, which does not contribute to the formation of a holistic approach to solving
this problem.

Li et al. (2021) believe that the entire set of methods proposed for monitoring the metrics of
cryptocurrency transactions can be assigned to three groups. The most effective of them in terms
of conducting criminal investigations of violations can be considered the methods based on the
analysis of transactions (Greenberg, 2021). They are based on statistical methods for collecting
and researching information about the entire chain of transactions to identify cases of reuse of the
same account or the simultaneous use of several accounts in one transaction and comparison
with the transactions made from other accounts, which allows to identify real persons using them.
At the same time, the use of transaction analysis methods brings the expected effect only in case
of a significant statistical set of observations. Therefore, if a certain account is not used actively
enough, the probability of identifying its owner with these methods is very low.

The methods based on the implementation of central structures to regulate the circulation of
cryptocurrency systems are the adaptation of the existing rules for the organization and functio-
ning of banking systems to the technological features of the virtual environment. The protocol for
building such a system should ensure confidentiality of a player and a recipient under the condi-
tions of assigning the functions of controlling the accounts and conducting transactions by several
intermediary banks that will keep the registers. However, there are concerns that the introduction
of such methods for identifying participants in cryptocurrency transactions may negatively affect
the further development of the cryptocurrency market, since it will deprive them of their excep-
tional uniqueness - decentralized functioning.

The third smallest group consists of the methods based on the use of cryptographic tools to
track coins and ensure user accountability. At the same time, their developers state that such
methods do not violate the privacy policy of participants involved in cryptocurrency transactions
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until a duly issued request is received from the authorized agencies to carry out selective tracking
of users and coins which are suspected in illegal transactions (Garman, Green, & Miers, 2016).

5. Conclusions

The increased use of the existing methods and the development of new methods of deano-
nymization of participants involved in cryptocurrency transactions will ensure the identification
level which is sufficient to confirm the controllability of the relevant assets in the process of re-
cognizing and displaying them in the accounting system. In the context of emerging new ways
of using crypto assets in business practice and increasing the volume of transactions with them,
the simplification of the identification of participants engaged in cryptocurrency transactions will
create real preconditions for building an adequate system of taxation of income from operations
with cryptocurrencies.

Since under the conditions of the fourth industrial revolution information technologies are de-
veloping rapidly and the life cycle of digital assets tends to decrease, there is every reason to ex-
pect that the proposed taxonomy will be supplemented at least by their new types very soon. In
case of the invention of an alternative to cryptography and distributed ledger technology and its
practical implementation during the operations with digital assets, the approach to structuring
their classifications will have to be revised.

Further digitalization of all spheres of human life will stimulate the emergence of new types of
digital assets and the expansion of their application areas. Therefore, the issue of developing a
separate standard with the norms regulating how digital assets are accounted and reflected in fi-
nancial reporting is a key one in systematizing and solving the current problems of their recogni-
tion and valuation. It will contribute to a more complete and adequate reflection of the impact of
digital assets on the peculiarities of functioning and performance of an enterprise in the context of
transformation processes taking place in the global economy.
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