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Abstract
Our scientific article is devoted to the study of the essential characteristics and structure of digital ecosystems 
of industrial enterprises based on the applied theoretical and practical approach. In particular, the author’s 
definitions of the concepts «digital platform» and «digital ecosystem of an industrial enterprise» were given, 
the distinctive features and advantages of using digital ecosystems, including within the framework of 
industrial production, were highlighted, the conceptual structure of the digital ecosystem of an industrial 
enterprise was developed and presented, the examples of practical implementation of digital ecosystems 
at industrial enterprises in Kazakhstan and neighbouring countries were considered.
We also carried out a scientometric analysis of publications based on the using of materials from the 
Web of Knowledge database (Web of Science Core Collection) for 1992-2024 using the capabilities 
of the VOSviewer software product to build thematic frames in the context of three search queries: 
1. ««digital ecosystem» and «industry»»; 2. ««digital platform» and «digital transformation»»; 3. ««Digital 
transformation» and «Industry 4.0»». The final sample within each of the search formulas was: 1859, 3259 
and 689 publications, respectively.
The article has developed a comprehensive and adaptive proprietary methodology for conducting 
scientometric analysis (created taking into account PRISMA recommendations, ensuring validation of the 
research procedure used in the research), including both the main stages of obtaining a data array and their 
subsequent analysis based on the specialized software product VOSviewer with the construction of the final 
frame clusters according to the following criteria: Co-Authorship Analysis, Co-Occurrence Analysis.
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Теоретико-практичний підхід до сутнісних характеристик 
і структури цифрових екосистем промислових підприємств
Анотація 
Дана наукова стаття присвячена дослідженню сутнісних характеристик та структури цифрових 
екосистем промислових підприємств на основі теоретико-практичного підходу, що застосовується. 
Зокрема, були надані авторські визначення поняттям «цифрова платформа» та «цифрова екосистема 
промислового підприємства», виділено відмінні риси й переваги застосування цифрових екосистем, 
у тому числі в рамках промислового виробництва, розроблено та представлено концептуальну 
структуру цифрової екосистеми промислового підприємства, розглянуто приклади практичного 
впровадження цифрових екосистем на промислових підприємствах Казахстану та сусідніх держав.
У роботі нами також було проведено наукометричний аналіз публікацій на основі використання 
матеріалів бази даних Web of Knowledge (Web of Science Core Collection) за 1992-2024 роки з 
використанням можливостей програмного продукту VOSviewer для побудови тематичних кадрів 
у розрізі трьох пошукових запитів: 1. «ecosystem» та «industry»»; 2. «digital platform» та «digital 
transformation»; 3. «digital transformation» та «Industry 4.0». Підсумкова вибірка в межах кожної з 
пошукових формул становила: 1859, 3259 і 689 публікацій відповідно.
У статті розроблено комплексну й адаптивну авторську методику проведення наукометричного 
аналізу (створена з урахуванням рекомендацій PRISMA, що забезпечують валідацію дослідницької 
процедури, використаної в дослідженні), що мвстить як основні етапи отримання масиву даних, 
так і їх подальший аналіз на базі спеціалізованого програмного продукту VOSviewer з побудовою 
підсумкових кластерів-фреймів за такими критеріями: Co-Authorship Analysis, Co-Occurrence Analysis.
Ключові слова: цифрова екосистема; платформна економіка; індустрія 4.0; цифрова економіка; 
промислове підприємство; наукометричний аналіз; VOSviewer.

1. Introduction
With the onset of the era of the digital economy and innovative development of economic sys-

tems through the widespread application of artificial intelligence and information and communi-
cation technologies, the international academic community is actively studying the issues of digi-
tal transformation of the economy.

The World Economic Forum experts emphasize the significance of digital transformation for 
the global economy, estimating it at USD 100 trillion by 2025, as well as potential 20% reduction 
in pollutant emissions through the scaling of digital solutions in industries that are difficult to re-
duce emissions from, including: steelmaking, cement, chemicals, aviation, cargo transportation 
by land, and maritime intercontinental transport (World Economic Forum, 2023).

According to the World Bank’s definition, in the digital economy, the advancement and imple-
mentation of digital technologies lead to increased labor productivity and business competitive-
ness, a reduction in production costs, the creation of new jobs, and a decrease in social inequa
lity. The National Research University «Higher School of Economics» defines the digital economy 
as «activities related to the creation, distribution, and use of digital technologies and associated 
products and services» (NRU «Higher School of Economics», 2019).

European and Asian countries, including the USA, the Netherlands, Singapore, Denmark, Swit-
zerland, as well as Korea, Taiwan (China) stand out among countries with well-developed digital 
economies. According to the World Digital Competitiveness Index (WDCI) in 2023, Figure 1 shows 
the TOP-10 ranking of leading countries in the use of digital technologies and innovations, con-
tributing to the dynamic development of their economies in the digital era (IMD World Competi-
tiveness Center, 2023).
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This global competitiveness ranking of the digital economy, conducted for the seventh year 
by the World Competitiveness Center of the International Institute for Management Development 
(IMD), evaluates the ability and readiness of 64 countries to adopt and explore digital technolo-
gies as a fundamental factor in economic transformations in business, government administra-
tion, and society in general.

The following index, «The Digital Economy and Society Index» (DESI), characterizes the level 
of the digital economy in European Union countries. The four main indicators of this index include 
the following: the availability of broadband connectivity, its quality and speed, 5G network cove
rage; the prevalence of digital skills among the population, the number of ICT specialists; the inte-
gration of digital technologies (AI, Cloud, Big Data); digital public services for the population and 
businesses (presence of online trading channels, digitization of the public sector in the country). 
The TOP-10 countries according to this ranking in 2022, included the following states: Finland, 
Denmark, the Netherlands, Sweden, Ireland, Malta, Spain, Luxembourg, Estonia, Austria, with the 
average level across the EU reaching 52% (The European Commission, 2022).

With the rise of various digital technologies and the rapid development of digital economies, a 
new concept has begun to take shape - the platform economy (Figure 2). 

Figure 2: 
Platform economy’s structure
Source: Compiled by the authors

Figure 1: 
World Digital Competitiveness Ranking 2023

Source: Compiled on the basis of the IMD World Competitiveness Center
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The platform economy represents an economic system in which digital platforms/unified digital 
platforms play a central role, serving as a «meeting place» for various participants such as manu-
facturing companies, consumers, IT product developers, facilitating their efficient interaction, ex-
change of goods and services, as well as information (Balanova, 2021). This results in more fle
xible, scalable, and innovative business models.

Customers find it increasingly convenient to make online purchases, driving the shift from 
physical transactions to digital ones. Successful companies actively leverage digital platforms 
(DP) to gain advantages from the network effect, thereby providing greater value to an exten
ded user base. A well-chosen digital strategy can help platform companies overcome the con-
straints imposed by geopolitical borders and foster international collaboration (Madanaguli 
et al., 2023).

According to M. Jacobides, «the upcoming era of digital platforms provides the opportuni-
ty for various types of economic entities (service and manufacturing, small and medium-sized, 
domestic and foreign) to gain competitive advantages from the processing of digital data» 
(Jacobides et al., 2018).

During the research of the nature of digital platforms, Evans P.C. identified four types: innova-
tive (Microsoft, Intel, Oracle, SAP), investment-oriented (Softbank, Naspers, Priceline), transac-
tional (PayPal, Yahoo, Tencent, Uber, eBay, Netflix, Airbnb, Baidu, etc.), and integrated (Google, 
Facebook, Apple, Amazon, Alibaba). It should be mentioned that, in practice, digital platforms of-
ten comprise multiple functional characteristics at once (Evans & Gawer, 2016).

In the context of this scientific article, digital platforms are understood as information sys-
tems that combine various elements (markets, companies, communities, and technological sys-
tems), aimed at creating value through facilitating direct interaction (communication, information 
retrieval, making purchases, providing services, intellectual property rights protection, etc.) and 
conducting transactions among multiple groups of external users (producers, suppliers, deve
lopers, consumers).

Digital ecosystems are the result of the evolutionary development and connectivity of digital 
platforms and digital tools, which are represented as a symbiosis of such interaction.

The concept of an ecosystem in economics was initially proposed by the American scholar 
James Moore in his work «Predators and prey: a new ecology of competition», presented in the 
«Harvard Business Review» journal, in which he identified a business ecosystem as an economic 
community of interconnected organizations and individuals producing goods and services valua-
ble to the consumer, all of which are integral parts of the ecosystem itself. The leader of the eco-
system plays a crucial role, driving the ecosystem community towards shared visions, achieving 
return on investment, and fulfilling a mutually supportive role (Moore, 1993).

Michael G. Jacobides, in his work «Platforms and Ecosystems: Enabling the Digital Economy», 
describes digital ecosystems as «interacting organizations with modular architecture, not go
verned by hierarchical structures, and connected to digital networks» (Jacobides et al., 2019). 

Marco Iansiti, a professor at Harvard Business School, and Roy Levien, a scientist - inventor, 
a laureate of Microsoft award, in their collaborative publication «Strategy as Ecology», describe 
business ecosystems as a loose network of technology providers, distributors, product and ser-
vice manufacturers, and other organizations that influence the creation of a company’s offerings 
(Iansiti & Levien, 2004).

Despite being interconnected concepts in the digital business and technological space, digital 
platforms and ecosystems have distinctive features. 

Both digital platforms and digital ecosystems facilitate the development and delivery of digital 
services, applications, or products.

At the same time, digital platforms contribute to the formation of the technical foundation 
for applications, whereas digital ecosystems encompass a broader network of interconnected 
participants collaborating to create value. The primary distinction are found in the scale, owner-
ship, and degree of interdependence among different components of each of these economic 
categories.

Conversely, it can be observed that digital ecosystems have become an integral part of enter-
prises across a wide range of economic sectors, including companies of the industrial sector and 
complex integrated industrial structures, for which issues of effective communication among all 
participants become particularly relevant in the face of increasing competition and globalization 
of business.
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During the development of an ecosystem, its transition from one state to another is observed 
under the influence of various factors in the external and internal environment. At the stage of 
ecosystem emergence, there is a minimal level of collaboration between the new enterprise and 
ecosystem participants, with a limited number of new resources entering and circulating within the 
ecosystem (Figure 3).

Continuous innovative development as well as the ongoing enrichment with new knowledge 
and technologies play a crucial role in achieving the long-term success of a digital ecosystem and 
its ability to modernize (Popov et al., 2023).

Based on the conducted research and the study of works by foreign and Russian scientists 
on the essence of digital ecosystems, we propose the following authors’ definition of the digi-
tal ecosystem of an industrial enterprise: «The digital ecosystem of an industrial enterprise is 
an integrated, self-organizing system made up of technological platforms, digital technologies, 
smart devices, applications, software, and ecosystem participants, which are united for the effi-
cient and flexible support, optimization, and real-time analytics of all aspects of the industrial en-
terprise’s business processes through a management system based on predictive models that 
assess and forecast the state of resources in manufacturing processes».

In a digital ecosystem, interacting organizations are connected by digital technologies, crea
ting value for the end consumer, platform owner, and all participants. The platform serves as the 
primary building block of the ecosystem, where participants develop their products and services 
(Mikhailov, 2022). The digital ecosystem expands the concept of a traditional business ecosys-
tem, emphasizing the crucial role of digital technologies.

According to a study by the international consulting company PwC (PricewaterhouseCoo
pers, 2018), a digital ecosystem is formed by four critical ecosystem levels: the customer so-
lutions ecosystem, operations ecosystem, technology ecosystem, and personnel ecosystem. 
The operations ecosystem in a company may be represented by corporate systems, such as 
ERP and CRM systems. The technology ecosystem enables improvements to be implemented 

Figure 3: 
Evolutionary development of digital ecosystems

Source: Compiled by the authors
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across the other ecosystem levels. The personnel ecosystem includes HRM systems, time 
tracking systems, biometric systems, etc. (PwC, 2018). 

The conceptual structure represents an interconnected complex of technologies, processes, 
and interactions aimed at efficient and innovative management of an industrial enterprise in the 
digital era (Figure 4).

Therefore, it can be concluded that the digital ecosystem is a digital environment in which 
users are provided with various products/services via platform services, within a unified «seam-
less» process.

The purpose of this research paper is to investigate the characteristics and structure of digi-
tal ecosystems in industrial enterprises.

The primary objectives are defined as follows: 
1. studying the key stages of the formation and development of the digital and platform economy; 
2. examining the essence and structure of digital platforms and digital ecosystems of industrial 

enterprises; 
3. developing the conceptual structure of an industrial enterprise’s digital ecosystem; 
4. conducting a scientometric analysis using the proposed adaptive author’s methodology in the 

context of three key queries (««digital ecosystem» and «industry»»; ««digital platform» and «di
gital transformation»»; ««digital transformation» and «Industry 4.0»») to identify trends within 
the framework of the scientific issues under study; 

5. consideration of examples of implementation and adaptation of digital ecosystems / digital 
platforms by manufacturing enterprises in Kazakhstan and Russia.
The research questions outlined in this scientific article are as follows:

1. What key research trends can be identified through conducting scientometric analysis across 
three search queries (1. ««digital ecosystem» and «industry»»; 2. ««digital platform» and «digi-
tal transformation»»; 3. ««digital transformation» and «Industry 4.0»») using the Web of Science 
dataset (RQ1)?

2. What are the features of the implementation and adaptation of digital ecosystems/digital plat-
forms by industrial enterprises of Kazakhstan and Russia (RQ2)?

Figure 4: 
The conceptual structure of digital ecosystem of an industrial enterprise

Source: Compiled by the authors
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2. Brief Literature Review
Digital platforms in industrial manufacturing have formed the foundation for creating indust

rial digital ecosystems and transforming the way goods are produced (Orlovska, 2020; Ignatova 
et al., 2020; Сennamo, 2021; Mi & Coffman, 2019; Lin et al., 2022; Akbar & Tracogna, 2022 ; 
Platonova & Ziyan, 2022).

The questions regarding the formation and development of ecosystems in diverse indust
rial sectors were examined by a large pool of researchers (Darking & Whitley, 2007; Chae, 2019, 
Senyo et al., 2019; Tanina et al., 2022; Babkin et al., 2021). Thus, Subramaniam M. in the publica-
tion «Competing in digital ecosystems» highlights production digital ecosystems, that include pro
duct manufacture and sale, customer service supply, as well as consumption ecosystems which 
evolve based on the consumption of sold goods and provided services (Subramaniam et al., 2019).

Sami Suuronen, along with co-authors in the article «A systematic literature review for digi-
tal business ecosystems in the manufacturing industry: Prerequisites, challenges, and benefits», 
identified the prerequisites, challenges, and benefits of implementing and adapting digital busi-
ness ecosystems (Suuronen et al., 2022).

Authors N. Bakhtadze and A. Suleykin in the article «Industrial digital ecosystems: Predictive 
models and architecture development issues», proposed a concept of identification analysis for 
optimizing the management of industrial digital ecosystems, which involves the use of models, 
(including predictive ones) of various segments of digital ecosystems to enable real-time ma
nagement (Bakhtadze & Suleykin, 2021).

The structure, characteristics, and prerequisites for the formation of digital ecosystems in in-
dustrial enterprises, as well as various ecosystem strategies and the roles of companies within 
the ecosystem, are among the trends in contemporary research (Parida et al., 2019; Serdyu
kov, 2020; Kamalaldin et al., 2021). For example, O. E. Kalenov, in the article «Digital ecosystems 
of organizations», describes the prerequisites for their emergence, examines the boundaries, 
structure, and essential elements of the digital ecosystem, illustrates the interaction between the 
customer and the platform, and explains the mechanism of transforming data into knowledge 
during their interaction. Furthermore, three approaches to forming digital ecosystems are pre-
sented: developing proprietary services, acquiring external ones, and engaging into partnership 
agreements (Kalenov, 2022).

Within the scope of the platform approach, the authors characterize ecosystems’ role in the 
structure of organizational activities formation (Jacobides et al., 2015; Dong et al., 2007). Cama-
rinha-Matos L. M. and Afsarmanesh H. have defined digital ecosystems as collaborative networks 
made up of heterogeneous and geographically dispersed entities cooperating via the Internet to 
achieve common goals (Camarinha-Matos & Afsarmanesh, 2008).

Alessio Cozzolino investigated manufacturers’ adaptation systems to the emergence of new 
ecosystems based on platforms and identified a process characterized by three consecutive 
phases: (1) selective collaboration, (2) cooperative competition, and (3) selective cooperation 
(Cozzolino et al., 2021). Komissarova M. A. and Storozhuk I. N. examine the concept and ap-
proaches related to the use of digital manufacturing platforms from various perspectives: digital 
manufacturing platforms, digital platforms as ecosystems, and the digital platform for industrial 
equipment suppliers and service providers (Komissarova & Storozhuk, 2020).

In a number of scientific publications, the ecosystem is taken into account as a consequence 
of the shift from traditional participant partnerships to interorganizational cooperation (Kleiner 
et al., 2020; Volodina, 2021; Pudovkina, 2020; Babkin et al., 2017). 

Thus, A. Yu. Nikitaeva highlights the effects resulting from the emergence of ecosystems in the 
industrial sphere for ecosystem centers (platform owners), participants, consumers of digital in-
dustrial ecosystems, as well as the regional economy; identifies a complex of drivers and condi-
tions for the digital transformation of industrial enterprise ecosystems (Nikitayeva et al., 2021).

Participants in the ecosystem can be classified according to the industry, sector or geogra
phical principles (Romanova & Sirotin, 2021; Kulapov et al., 2022; Trofimov et al., 2019; Babkin 
et al, 2019). In particular, Babkin A. V., Fedorov A. A., Liberman I. V. and Klachek P. M. in their pub-
lication «Industry 5.0: concept, formation and development» substantiate that digital platforms 
and ecosystems that ensure the interaction between different participants are a new subject of 
economics and governmental influence (Babkin et al., 2021).

In a pool of scientific publications, the principles of operating of business models in the context 
of digitalization, the impact of cooperation between ecosystem actors on promoting innovation 
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in companies activities are examined, and related threats are considered (Stolyarova, 2020; 
Markova & Trapeznikov, 2016; Kukushkin, 2021; Maslennikov et al., 2019; Ayaganova et al., 2019). 
Particularly, the authors of the paper «Analysis of directions digital technologies are introduced in-
to industrial complex» concluded that the digital transformation of industrial companies requires 
a systematic view of digitalization at the industry level. In this sense, the state industrial policy en-
courages industrial growth and import-substituting production (Balashova & Maiorova, 2020).

It is mentioned that upholding specific values is crucial for companies taking part in the digi-
tal business-ecosystem (Yun et al., 2020). Alibaba, for example, has successfully evolved from 
a small business to a giant enterprise, due in part to its strong principles, which include protec
ting socially vulnerable groups of population, averting environmental disasters, and practicing 
environmentally responsible business practices (Priyono & Hidayat, 2024). Creating these values 
is a methodical procedure that follows the company’s collaboration with the innovation center 
(Sassanelli & Terzi, 2022; Crupi et al., 2020).

Thus, digital ecosystems, acting as innovative hubs, become a new way of providing consu
mers with complementary goods and services offered by a multitude of collaborating and com-
peting companies.

Overall, the analysis of scientific literature has revealed a shift in the paradigm of organizing 
industrial activities towards the involvement of third parties - distributed digital ecosystems and 
stronger digital partnerships, since this is advantageous from a strategic perspective, allowing 
companies to stay competitive in the face of innovations driven by digital technologies and the 
rapid transformation of entire industries.

Due to the lack of unified approaches among researchers in understanding the nature, struc-
ture, and characteristics of digital ecosystems in general, and specifically regarding the features 
of their adaptation in industrial production, a scientific literature analysis was conducted, using a 
dataset from the Web of Science database, allowing for the identification of common research di-
rections within the scope of the discussed scientific issue.

3. Methodology and Methods
The scientific article employed a theoretical-practical approach (TPA), combining theoreti-

cal concepts with the potential for practical application. This approach allows for a comprehen-
sive examination of the essential characteristics and structure of digital ecosystems in industrial 
enterprises, as well as an investigation of the practical opportunities for their adaptation and ap-
plicability in company operations.

The distinction of the TPA from others (such as comprehensive or theoretical-methodologi-
cal approaches) lies in its emphasis on bringing together theoretical and practical components 
without their complete separation.

The following methods were applied: general scientific research methods, including the 
method of analysis and synthesis used in studying approaches to the concept of «digital ecosys-
tem», structural-functional and generalization methods in researching characteristics of digi-
tal ecosystems and the conceptual structure of the «digital ecosystem of an industrial enterprise», 
case study method in examining practical examples of digital ecosystems implementation of by 
industrial companies, as well as specialized, including method of content analysis and biblio-
metric analysis of publications, also the method of graphical construction of frames using the 
VOSviewer program.

The research data was gathered by analyzing published works presented in the bibliometric 
database Web of Science Core Collection, which includes the following indices: Science Citation 
Index Expanded (Sci-Expanded); the Social Science Citation Index (SSCI); the Arts and Humani-
ties Citation Index (AHCI); the Conference Proceedings Citation Index - Science (CPCI); the Con-
ference Proceedings Citation Index - Social Science and Humanities (CPCI-SSH); the Book Cita-
tion Index - Science (BCI-S); the Book Citation Index - Social Science and Humanities (BKCI-SSH); 
the Emerging Sources Citation Index (ESCI).

The search formulas are as follows:
1st Search = All fields: «digital ecosystem» and «industry»;
2nd Search = All fields: «digital platforms» and «digital transformation»;
3rd Search = All fields: «digital transformation» and «industry 4.0».

Figure 5 displays the author’s research methodology, consisting of seven primary steps, built 
upon PRISMA guidelines, which were used to validate the research procedure applied to the study.
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Within the framework of conducting the 1 - 3 search queries, 1859, 3259, and 689 publica-
tions were obtained, respectively, which were subsequently used for bibliometric analysis using 
the VOSviewer software (version 1.6.20) based on the following criteria: «Co-occurrence Analysis 
(Keywords Co-occurrence Analysis)», «Co-Authorship Analysis». It is also noteworthy that the ini-
tially obtained three sets of publications were analyzed using the features of the webofknowledge.
com platform (Clarivate Analytics) - the «Analyze Results» section.

4. Results 

4.1. Results of scientometric analysis (RQ1)

4.1.1. General characteristics of search results ««digital ecosystem» and 
«industry»» in the Web of Knowledge database (Clarivate Analytics) and results  
of scientometric analysis in VOSviewer.
According to the search query «digital ecosystem» and «industry», the main dataset com-

prised 1859 publications, with 33% of them falling into the WoS categories: «Management» - 298 
(16.05%), «Business» - 239 (12.87%), and «Economics» - 74 (3.98%), which indicates a high le
vel of interest among researchers in the themes of management and business organization in the 
context of digital transformations, the importance of studying and developing effective manage-
ment strategies for digital ecosystems across various industries, including the industrial sector.

The third position is held by the category «Computer Science Information Systems», which in-
cludes 237 publications (12.75%), addressing issues related to the development and application 
of information systems to ensure the efficient operation of manufacturing enterprises.

The distribution of publications by country is as follows: the United States - 229 (12.33%), 
China - 216 (11.69%), England - 187 (10.07%), Germany - 168 (9.05%), and Italy - 163 articles 
(8.78%). The key period of publications for this search query spans from 2003 to 2024, with 
the majority of works published between 2019 and 2023 (78%). Additionally, notable resear
chers have extensive contributions focused on studying the specificities of application digital 
ecosystems in industry (Table 1): their works address conceptual aspects of digital ecosystem 
development, encompassing analyses of their application across various economic sectors, 

Figure 5: 
Scientometric analysis methodology

Source: Compiled by the authors
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studying business models of digital servitization in ecosystems, and promoting sustainable in-
telligent production.

As a method of data analysis using the «VOSviewer» software, the «Co-occurrence: Keywords» 
was selected, which groups keywords into thematic clusters based on the frequency of their oc-
currence (Figure 6).

The first - the largest cluster - «Innovation» (blue), includes publications focused on various as-
pects of innovation, ranging from enterprise strategies in implementing innovative approaches to 

Table 1: 
TOP - 5 scientists with the largest number of publications in the field of «Digital ecosystem» and 
«Industry»

Source: Compiled by the authors based on the search query �digital ecosystem� and �industry� in WoS

Figure 6: 
Results of scientometric analysis for the query «digital ecosystem»  
and «industry» in terms of the «Co-occurrence: Keywords» criterion

Source: Compiled by the authors
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analysis of competition and interactions with entrepreneurial and innovative ecosystems. The exa
mination of business models, startups, and innovative practices underscores the importance of 
enterprises adapting to rapidly changing market conditions.

The second cluster - «Digital Transformation» (lavender), comprises studies covering various 
aspects of digital transformation, including the implementation of Industry 4.0 - concept of digi-
tal technologies integration into manufacturing processes, and the analysis of the impact of plat-
forms, digital ecosystems, and innovations on the evolution of business models.

«Big Data» (green) - the third cluster obtained from bibliometric analysis - indicates a close 
connection between key concepts in the field of information technology, such as blockchain, IoT, 
IIoT, and cloud computing. Furthermore, links to digital manufacturing, digital twins, and 5G indi-
cate big data’s impact on the industry development. Security issues and related challenges focus 
researchers’ attention on topics related to the privacy, protection, and ethical aspects of using big 
data.

The cluster «Industry 4.0» (lilac) includes publications related to the examination of the im-
pact of climate change on business processes, digital soil mapping, energy efficiency, and addi-
tive manufacturing, as well as research in the field of management methods and practices of con-
tributing to sustainable development, the application of energy-efficient practices considering en-
vironmental and social aspects in corporate governance.

An additional significant cluster - «Ecosystem» (purple), serves as a central node for research 
on various aspects of the interaction of platform ecosystems with educational institutions, which 
underscores the importance of digital platforms and online applications in education and skill de-
velopment in the modern digital environment. Links to communication, the media industry, bran
ding strategies, and digital business indicate the role of digital ecosystems in designing new ways 
to interaction, marketing, and value creation for users.

The «Technology» cluster (brown), connects the concepts of «digital servitization», «ecosys-
tem», «knowledge», «co-creation», «service innovations», and «manufacturing firms», which re-
flects technological aspects related to the integration of contemporary technologies in various 
processes within manufacturing companies, the establishment of digital ecosystems, knowledge 
management, creativity, service innovations, and collaborative value creation.

4.1.2. General characteristics of search results ««digital platforms» and «digital 
transformation»» in the Web of Knowledge database (Clarivate Analytics) and 
results of scientometric analysis in VOSviewer.
According to the search query «digital platforms» and «digital transformation» in Web of Science, 

the primary dataset consists of 3259 publications, distributed as follows in the Top - 5 countries: 
China - 529 articles (16.2%), USA - 366 (11.2%), Russia - 326 (10%), Germany - 265 (8.1%), and 
Spain - 242 (7.4%).

It is worth noting that 2031 articles (62%) are presented in the form of papers published in 
scientific journals (the most popular publications being «Sustainability», «Communications in 
Computer and Information Science», «Sensors», «Applied Sciences Basel», «Advances in Intel-
ligent Systems and Computing», «Technological Forecasting and Social Change», «Energies», 
and others); 1094 (34%) - are conference proceedings («Proceedings of SPIE», «International 
Scientific Conference Digital Transformation on Manufacturing Infrastructure and Service»), the 
remaining works - consist of book chapters and editorial materials in journals such as «Lecture 
Notes In Business Information Processing», «Lecture Notes In Computer Science», «Aebmr Ad-
vances In Economics, Business, And Management Research», and «Smart Innovation Systems 
and Technologies».

The analysis revealed that 35% of publications within this search query are related to computer 
science, information systems, artificial intelligence, and multidisciplinary applications, confirming 
the fundamental role of computer science in studying digital platforms and the digital transforma-
tion of processes, including in industrial manufacturing. 

Approximately 27% of the works were discovered in management, business, and economics 
categories, demonstrating the importance of study in these fields not only for technological inno-
vations but also for comprehending the impact of digital transformations on management, socie-
ty, and business.

According to WoS platform data, the leading organizations funding research in the field of «di
gital platforms» and «digital transformation» include the National Natural Science Foundation of 
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China, the European Union, the Spanish Government, and the Russian Foundation for Basic Re-
search (RFBR); among the top universities publishing the highest number of articles on the re-
search of digital platforms and key directions of digital transformation across economic sectors 
are:
•	the Russian Academy of Sciences;
•	the University of London;
•	the Chinese Academy of Sciences;
•	Peter the Great St.Petersburg Polytechnic University.

In general, the analysis revealed that researchers’ works cover aspects of creating digital plat-
forms based on blockchain technology, studying sustainable business models based on network 
platforms, digital twins, and include analyses of their application experience in various manufac-
turing industries.

Figure 7 represents the results of the conducted bibliometric analysis based on the «Co-oc-
currence: Keywords» criterion, enabling the identification of 15 clusters, which encompass is-
sues related not only to digital transformation and digital platforms directly, but also to aspects 
associated with the application of social media in the digital environment, the development of the 
digital economy in the context of Industry 4.0, the potential for creating value chains through the 
creation of more efficient management and communication conditions, as well as the peculiari-
ties of digital adaptation of companies in pandemic and post-pandemic periods.

Figure 8 displays the connectivity of researcher publications in terms of research institutions 
within the search terms ««digital platform» and «digital transformation»».

Thus, independent clusters consist of works from the Russian Academy of Sciences, the Chi-
nese Academy of Sciences, the University of Cambridge, the University of Oxford, the Techni-
cal University of Munich, the Bucharest Academy of Economic Studies, the University of Amster-
dam, and others, that are interconnected through co-authorship, emphasizing the relevance of re-
search in the field of studying digital platforms and the digital transformation of economic sectors, 
as well as the presence of mutual scientific interest in the examined issues.

Figure 7: 
Results of scientometric analysis for the query «digital platforms» and «digital transformation»

Source: Compiled by the authors
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4.1.3. General characteristics of search results ««digital transformation» and 
«industry 4.0»» in the Web of Knowledge database (Clarivate Analytics) and 
results of scientometric analysis in VOSviewer.
According to the search formula «digital transformation» and «industry 4.0» in WoS (Clarivate 

Analytics), a dataset consisting of 689 publications was obtained, distributed among the top 
5 countries as follows: England - 69 articles (10.02%), Italy - 68 (9.87%), China - 63 (9.15%), 
Germany - 62 (9%), and Spain - 57 (8.27%).

It’s important to note regarding scientific publications that they are presented in the form of 
articles published in such scientific journals as «Sustainability» - 89 articles (12.9%), «Applied 
Sciences Basel» - 29 (4.2%), «IEEE Access» - 24 (3.5%), «Technological Forecasting and Social 
Change» - 14 (2%), «Journal of Innovation Knowledge» - 12 (1.7%), «Digital Transformation» - 
11 articles (1.6%), that also serve as significant collaborative platforms for presenting and ex-
changing research accomplishments in the field of digital transformation within the context of 
Industry 4.0.

The results of the analysis leads to a conclusion that in the overall publication dataset, 
38.76% are research papers categorized under «Management» - 116 articles (16.84%), «Busi-
ness» - 106 publications (15.39%), and «Economics» - 45 works (6.53%), proving the impor-
tance of understanding and effectively managing digital transformation processes in business 
and economics.

According to the bibliometric data from the WoS database, the leading organizations funding 
research in the field of ««digital transformation» and «industry 4.0»» are the European Union, the 
National Natural Science Foundation of China, and Coordenacao de Aperfeicoamento de Pes-
soal de Nivel Superior (CAPES), that to some extent corresponds with the universities that have 
published the highest number of articles on the scientific topics considered in this context - Sile-
sian University of Technology, University of Zagreb, and Centre National de la Recherche Scien-
tifique (CNRS).

Table 2 lists researchers, whose work focuses on studying the distinctive features of digital 
transformation and Industry 4.0, and also touch on aspects of digitization, including the develop-
ment of innovative business models, ensuring and adapting sustainable and customized produc-
tion systems, and fostering the necessary skills among employees to operate in the new realities 
of organizational activity.

Сonversely, the conducted scientometric analysis allowed to obtain 7 thematic clusters, charac
terizing the theoretical and practical aspects of the considered thematic query (Figure 9). 

Let’s provide a brief description of each of the presented clusters:

Figure 8: 
Network of organizations collaboration based on co-authorship

Source: Compiled by the authors
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1 cluster - Implementation (blue): is associated with aspects of implementing and adapting digi-
tal tools in practical activities and production processes;

2 cluster - Smart Manufacturing (red): reflects the need for the implementation and adjustment 
of digital manufacturing, including the use of digital twins, cyber-physical systems, and artifi-
cial intelligence;

3 cluster - Industry 4.0 (green): this cluster allows for the identification of scientific publica-
tions in the theoretical and practical study of the advantages and disadvantages of digital 

Table 2: 
TOP - 5 scientists with the largest number of publication in the field of «Digital transformation» 
and «Industry 4.0»

Source: Compiled by the authors based on the search query �digital transformation� and �industry 4.0� in 
the Web of Science (Clarivate Analytics)

Figure 9: 
Scientometric analysis of publications in the context 

of the search query «digital transformation» and «industry 4.0»
Source: Compiled by the authors
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transformation in industrial production during the Fourth Industrial Revolution, as well as eva
luating the digital potential of enterprises, industries, countries, and regions worldwide.

4 cluster - Digital Transformation (mustard): directly reflects the directions and possibilities of 
digital transformations in various sectors of the economy;

5 cluster - Internet (light-green): is identified with research dedicated to the prospective directions 
of the World Wide Web’s development and its application in the context of digital transformations;

6 cluster - Big Data (pink): consolidates works related to exploring the possibilities of using big 
data, including within the operations of industrial enterprises;

7 cluster - Transformation (orange) and 8 cluster - Readiness (light blue): are dedicated to re-
search reflecting the assessment of companies’ readiness for digital transformations, the po-
tential for implementing new quality management standards, and the study of barriers hinde
ring digital restructuring.

4.2. Implementation features of digital ecosystems by industrial enterprises: 
the experience of Kazakhstan and Russia.
The digital ecosystem encompasses the entire spectrum of the industrial landscape, including 

production, supply chains, logistics, and customer interactions, implies the active development 
of innovative technologies and products, emphasizes the interconnectedness of digital tools and 
their collective contribution to the overall sustainability and competitiveness of industrial enter-
prises in the era of digital transformation.

Research by the international consulting company McKinsey has confirmed that the applica-
tion of an ecosystem approach allows companies to generate more revenue, engage in econo
mically beneficial partnerships, and reduce operational expenses. From a strategic perspective, 
such partnerships also provide companies with access to innovations driven by digital technolo-
gies and ongoing industry transformation.

In modern realities industrial enterprises in Kazakhstan and abroad are transforming into digital 
companies, characterized by the automation of numerous traditional business processes, as well 
as changes regarding the way these companies interact with competitors, suppliers, and consu
mers within the framework of a digital ecosystem. Table 3 illustrates the use of digital ecosystems 
by manufacturing companies in the Republic of Kazakhstan and the Russian Federation.

It should be mentioned that today, it is crucial for industrial enterprises to not only deploy digi-
tal ecosystems but to switch to their customized versions, since it allows emphasizing individua
lity and shaping the strategic orientation of industrial enterprises, providing them with competitive 
advantages in the rapidly changing digital world.

Thus, among the distinctive features of a customized digital ecosystem are:
•	personalization and adaptation: elements of the ecosystem are carefully designed and tai-

lored to fit the specific characteristics of the enterprise; adapting functionality, user interfaces, 
and integration with existing systems is carried out;

•	integration of specific solutions and technologies, inherent to a particular industry, ensuring 
maximum functionality and efficiency;

•	security and control: accounting for specific security requirements contributes to creating a 
high level of data protection and access control, that is particularly crucial for industrial enter-
prises and complex integrated industrial structures, such as those represented by industrial 
clusters;

•	system responsiveness: enables the quick implementation of new functions, process optimi-
zation, and adaptation to changes in the business environment;

•	efficient resource utilization: customized solutions contribute to the effective allocation of 
budget and resources;

•	unique business strategy: facilitates obtaining maximum benefits from the use of digital tech-
nologies.
On the international market, there are numerous companies employing customization techniques. 

For example, the successful French company Leroy Merlin allows customers to design kitchen sets 
with the assistance of free designers. Defense industry enterprises also implement partial customi
zation solutions. Thus, the joint Italian-Russian venture «SuperJet International» enables the customi
zation of the Superjet-100 cabin and aircraft final adjustments to meet the specific requirements of 
individual customers at the Sukhoi civil aircraft (SCA) Supply Center in Zhukovsky for Russian clients 
and in Italy at the SuperJet International facility for international customers (Akzhigitova, 2019).
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American manufacturing companies like Tesla and Nike also offer users customized products 
tailored to their preferences, utilizing the concept of the «new» robotic enterprise. 

Undoubtedly, the implementation and utilization of digital ecosystems by industrial enterprises 
contribute to various positive effects, including:
•	increase of organizational competitiveness level;
•	possibilities of entry into new markets;
•	reduction of expenses for acquiring new customers;
•	strengthening of customer loyalty and increase of customer base;
•	generation of revenue from additional activities;
•	increase of investment attractiveness;
•	brand strengthening and increase of business value;
•	acceleration of innovation (development and implementation of new technologies and solutions);
•	real-time data monitoring and management;
•	optimization of the supply chain through improved coordination between suppliers, manufac-

turers, and distributors.
The disadvantages of introducing and adapting digital ecosystems in the activities of industrial 

enterprises include the following factors:

Table 3a (Kazakhstan): 
Examples of implementation and adaptation of digital ecosystems / digital platforms 
on the basis of industrial enterprises in Kazakhstan and Russia

Source: Compiled by the authors based on the companies’ websites
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•	significant initial costs (including equipment, software, and staff training);
•	cybersecurity risks requiring effective protection against industrial espionage;
•	functional compatibility issues: integrating different technologies and systems into the ecosys-

tem may lead to compatibility problems.
Summarizing all above, it is important to note that the implementation of digital ecosystems 

provides participants in the industrial sector with a wide range of benefits, contributing to overall 
development and market success, but also, it requires thoughtful strategic planning, maintaining 
a balance between benefits and costs, as well as careful consideration of potential issues, along 
with effective risk management.

5. Discussions
The study of international scientific works revealed a number of issues that must be reconsi

dered in light of market changes and the digital transformation of industrial enterprises. One im-
portant research area is the disruptive impact of digital ecosystems on employment structure and 
labor dynamics. This includes crucial aspects such as the possibility of automation and creation 
of new job positions. Unresolved questions remain regarding how digital transformation will affect 
overall employment and how the workforce should be prepared for upcoming changes.

Additional research gaps have been found in the area of long-term environmental and econo
mic sustainability of digital ecosystems. This involves the need to assess the environmental im-
pact of growing digitization. A subject of debate revolves around finding a balance between the 
benefits of digital transformation and its potential environmental costs, as well as pursuing sus-
tainable practices. These research questions underscore the necessity for more thorough and in-
terdisciplinary studies, that consider the broad implications of digital transformation for society, 
the environment, and various business functions.

The authors’ future research will focus on development a methodology for assessing the digi-
tization level of industrial enterprises based on a holistic approach and its validation using exam-
ples from industrial companies in Kazakhstan.

6. Conclusion
Modern companies realize that in a rapidly changing economic environment, it is challenging 

to achieve leadership positions on their own. The formation of digital ecosystems becomes a key 

Table 3b (Russia): 
Examples of implementation and adaptation of digital ecosystems / digital platforms 
on the basis of industrial enterprises in Kazakhstan and Russia

Source: Compiled by the authors based on the companies’ websites
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part of growth and survival strategies. The drive for business organizations to provide broader ac-
cess to their products and services, along with the need to eliminate geographic barriers, contri
butes to the formation of global digital ecosystems.

The conducted research has demonstrated that the issues of exploration the aspects of forma-
tion of digital ecosystems in industrial enterprises within the context of their digital transformation 
is relevant for the scientific community and holds significant practical value for company execu-
tives, governmental and research organizations involved in funding such studies.

As a result of the authors’ research, based on a theoretical-practical approach, an original 
concept of the digital ecosystem of an industrial enterprise was proposed, its distinctive fea-
tures and advantages were identified, a conceptual structure was presented, and examples of 
the practical implementation of digital ecosystems in the activities of industrial enterprises in the 
Russian Federation and the Republic of Kazakhstan were considered.

Carried out scientometric analysis of publications has provided an overview of current and pro-
spective scientific directions in the field of digital ecosystems and digital transformation in the 
context of Industry 4.0., identified leading countries, prominent scientists, and research organiza-
tions within the scope of the discussed issues.
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